
Assess your cyber recovery needs

Attackers are not only targeting systems, data and 
backups, they’re encrypting backup catalogs, systems 
and data. While an extensive attack could wipe out 
a business, even a partial breach could prove to be 
extremely costly. How much will it cost your organization 
if your operations are crippled by ransomware? Can you 
afford for your systems to be down? And for how long?

Because ransomware and destructive attacks cause 
significant disruption, brand damage and lost revenue, 
more organizations are prioritizing the protection 
of critical applications. Before you settle on a cyber 
recovery solution, consider these key questions about 
your cyber recovery resilience:

• Did you know replication strategies usually fail in 
response to a cyber attack?

• Are you considering the risk from insider threats?

• Does your cybersecurity team understand that disaster 
recovery is different from cyber recovery?

• Does your team understand that backup catalogs 
are also vulnerable and what works best as a backup 
medium?

• Did you know that the SEC requires publicly traded 
companies to disclose their cybersecurity posture?

Highlights

With cyber recovery from Unisys you can:

Create a cyber recovery environment that’s 
invisible to hackers

Detect intrusion and then isolate and sanitize 
recovery systems

Restore data and get back to “business as 
usual”— even on day zero of an attack — to 
ensure business continuity

Be confident that you can survive a severe 
ransomware attack

Streamline security and regulatory compliance 
by safeguarding against data theft, destruction 
and ransom attacks

Boost your cyber 
recovery resilience 
to protect data and 
reduce risk
Partner with Unisys and Dell  
technologies to close cyber  
recovery gaps

Executive brief
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A secure vault managed by recovery 
experts

Cyber recovery services leverage Unisys expertise 
in traditional data center services, including backup 
recovery and disaster recovery. The specialized 
architecture of cyber recovery enables restoration 
quickly and safely. 

Unisys cyber recovery solution safeguards a copy of 
critical data to enable rapid recovery and kick-starts 
the process to accomplish this. We add value by 
applying best practices — such as determining what 
data is critical, designing secure recovery and restoral 
architectures, and creating runbooks — so you have 
a validated plan to restore applications and services 
quickly.

In addition, our hands-on data center experience means 
we know how to maintain continuity, so you don’t have to 
experience learning curve mistakes.

Take a closer look at the solution 

Dell PowerProtect Cyber Recovery and Unisys Stealth® 
provide an added layer of protection against threats. 
Organizations are successfully using the combined 
offering to prepare critical operations to recover quickly 
from ransomware attacks, gain continuous improvement 
through machine learning, elevate the security of the 
environment by cryptographically cloaking recovered 
data and much more.

• How is your team meeting the legal and compliance requirements of regulatory bodies?

• Who owns the “recovery” strategy in your organization?

• Have you evaluated your organization’s backup infrastructure?

• Does your strategy go beyond breaches and theft of data to consider integrity and availability of data?

How does cyber recovery from Unisys work?

2

4

5

1

BackupProduction

Monitoring,
reporting, and
administering

6

 

Copy

3
Lock

Analyze

Automate
operational
air gap

Replication

Recover and restore
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Cyber recovery automation is a native data
domain feature

1. Daily data replication via air gap

2. Data copied into vault data domain
and isolated (physical, cryptographic)

3. Data immutability lock: no possibility
of alteration or erasure

4. Data analysis: new data routed to
CyberSense for deep examination

5. Data reporting and forensics

6. Fast, secure application and user 
restoral



The combination of Dell 
technologies’ cyber 
recovery vault — which 
provides air-gapped 
technology with deep 
data analysis — with 
Unisys’ expert services 
and Unisys stealth zero 
trust cyber security can 
help thoroughly cover 
your organization’s cyber 
recovery gaps, boosting 
resilience and protection.

Partner with experts

True cyber resilience requires cyber recovery. The Dell 
PowerProtect Cyber Recovery solution includes a secure 
digital vault that is physically and logically isolated from 
product and backup networks with an operational air 
gap. Critical data is protected within the vault in an 
immutable format with retention periods locked. Without 
a cyber recovery solution, a company could spend 
significant time recovering the last backups without 
knowing if the backup is sufficient. This is a long, labor-
intense, iterative and costly process.

Unisys and Dell have been partners for more than 30 
years. This long-standing relationship gives Unisys clients 
the best possible chance for recovery if their primary 
backups have been compromised or if the disaster 
recovery location has been breached or infected. 
Together with Dell’s vault technology and Unisys’ expert 
management services, you can move data into the vault 
and restore it, assuring fast, secure (ransomware-free) 
restoration of critical operations.

For more information,  
visit unisys.com/solutions/cybersecurity-solutions.
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Multi-cloudOn-premises Public cloud

Maximum control of data of 
infrastructure with a secure 
on-premises vault solution 

Quickly and easily deploy 
cyber recovery with minimum
investment and enhanced security 

Multi-departments

Administration Health and
human services Taxation State gaming

control board
Attorney general DMV

Business and
industry 

Employment training
and rehabilitation

A multi-cloud managed service 
providing a secure dedicated 
vault with predicable performance

Cyber recovery from Unisys


