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Information Services Group Inc. is solely responsible for the content of this report. Un-

ISG Provider Lens™ delivers leading-edge and actionable research studies, reports

less otherwise cited, all content, including illustrations, research, conclusions, assertions

and consulting services focused on technology and service providers’ strengths and

and positions contained in this report were developed by, and are the sole property of

weaknesses and how they are positioned relative to their peers in the market. These

Information Services Group Inc.

reports provide influential insights accessed by our large pool of advisors who are

The research and analysis presented in this report includes research from the ISG

actively advising outsourcing deals as well as large numbers of ISG enterprise clients

Provider Lens™ program, ongoing ISG Research programs, interviews with ISG advisors,

who are potential outsourcers.

briefings with services providers and analysis of publicly available market information
from multiple sources. The data collected for this report represents information that

For more information about our studies, please email ISGLens@isg-one.com,

ISG believes to be current as of May 2020 for providers who actively participated as

call +49 (0) 561-50697537, or visit ISG Provider Lens™ under ISG Provider Lens™.

well as for providers who did not. ISG recognizes that many mergers and acquisitions
have taken place since that time, but those changes are not reflected in this report.
All revenue references are in U.S. dollars ($US) unless noted.
The lead author for this report is Craig Baty. The editor is and Ambrosia Sabrina The
research analyst is Monica K and the data analyst is Kankaiah Yasareni .

ISG Research™ provides subscription research, advisory consulting and executive
event services focused on market trends and disruptive technologies driving change
in business computing. ISG Research™ delivers guidance that helps businesses
accelerate growth and create more value.
For more information about ISG Research™ subscriptions, please email
contact@isg-one.com, call +49 (0) 561-50697537 or visit research.isg-one.com.
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Executive Summary

General Trends
The growing importance of Cyber Security is changing the way Australian enterprises

workforce growth program (A$50 million), establishing new capabilities for countering

procure Cyber Security services. Senior management is increasingly being included in the

foreign cyber-crime ($A40 million), further funding for the Australian Cyber Security Centre

decision making on Cyber Security products and strategies and are expressing interest in

(A$26 million), and funding for the Australian Defence Force to add more than 200 new

understanding all aspects of cyber risks. Increased awareness of cyberattacks and stricter

cyber warfare specialists over the next four years (A$40 million).

regulations and legislation are further raising the maturity levels.

The COVID-19 outbreak occurred on January 25, 2020 in Australia, followed shortly by a

The recent enforcement of the Australian Privacy Act and the Notifiable Data Breaches

nationwide lockdown. Research for the study was conducted during this period, but ISG

(NDB) scheme in 2018 have made many enterprises more mindful of compliance and data

trusts that the data collection process was not compromised. The physical impact of the

security. Many insurance companies demand penetration test reports as a prerequisite for

pandemic on the country has been low compared to other regions so far, with the death

insuring against the impact of cyberattacks.

toll at 100 in a total population of 25.5 million by the end of May. However, the economic

Another recent development in cyber security awareness is the publicity around the
Australian Signals Directorate’s (ASD) ‘”Essential Eight” Cyber Security mitigation strategies

consequences of the lockdown are severe, with Australia entering its first recession in 30
years and the volatility to continue for years to come.

that are defined on three maturity levels. ASD is the Australian government’s agency that is

In the briefing calls with security solutions and services providers as part of this research,

responsible for military signals intelligence, cyber warfare and information security. As the

many reported that their clients were rapidly implementing Cyber Security measures to

Defence Signals Directorate, it was part of the Department of Defence until 2013. The ASD

mitigate the impact of the lockdown. This was also driven by the spurt in cyberattacks with

runs the Australian Cyber Security Centre (ACSC).

most employees working from home.

In the 2019 Australian federal election, the Liberal Party promised A$156 million to create

In general, Australian service providers are bullish about the local market and anticipate

jobs and provide training to the Cyber Security industry. The government was re-elected

further good growth.

and is implementing the program, which involves setting up a national Cyber Security
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Strategic Security Services Trends
The strategic security services market is largely driven by Australia’s new privacy laws,

Under this much more regulated environment, consulting firms operating in Australia

heightened awareness of security issues, and greater hacking activities. Many firms in this

have built additional expertise to help clients stay compliant. Most major system and

space are hiring specialists, announcing new service offerings, and opening Cyber Security

software vendors as well as consultancy firms have established or expanded their cyber

labs for training, experimentation and sandboxing.

security practices and are aggressively marketing them to Australian enterprises.

In October 2019, the Australian Department of Home Affairs estimated the total cost of

Mergers and acquisitions (M&As) are continuing to shape the cyber security industry in

cybercrimes at A$29 billion per year for Australian businesses. The cost for each affected

Australia. In late 2019, ASX-listed Tesserent acquired the security division of PS&C (Pure

business was estimated at A$276,000. In the same year, there were 9.2 million malware

Security), an ICT consultancy, for A$16 million. Around the same time, CyberCX was

detections in Australian businesses and $16 million in losses resulting from malicious

formed by bringing in 12 niche Cyber Security players, while EY acquired Sydney-based

activities for gaining personal information. Cyberattacks take between 23 and 51 days to

Aleron, with significant venture capital funding. In May 2020, Deloitte acquired Zimbani, a

resolve. In April 2020, the ACSC published statistics of cybercrimes and cyber security in

cyber security architecture specialist based in Melbourne.

Australian government entities. It reported 427 incidents for the previous year, 65 percent

Technical Security Services Trends

of which was self-reported and the remainder identified through its own investigations.
Australian enterprises are becoming more aware of the financial and reputational costs of

Cyber Security software vendors rely on service partners to install, configure and integrate

cybercrime. Governance, risk and compliance (GRC) practices, which were once focused

their solutions. It is often the service partner that closes the sale through the vendor's pre-

solely on business factors, now cover Cyber Security because of the cost implications as

sales team to support product information. Service partners retain client relationships and

well as the impact on the brand value following a data breach or ransomware attack. Since

are considered as trusted consultants that estimate capacity and system requirements.

the introduction of tougher privacy laws and the Notifiable Data Breaches (NDB) scheme,

Security products typically require high-performing appliances and complex cloud and

many organisations have employed a data security officer or compliance officer. Penalties

network configurations. The service partners’ consultants design the implementation

under this scheme are up to A$1.8 million for organisations and A$360,000 for individuals

architecture and project plan and choose the appliances models and software versions to

causing serious or repeated breaches. No penalties have yet been levied.

match requirements.
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The Australian Privacy Act was significantly strengthened in 2018, particularly with the

with other CDCs, to keep abreast of new developments in cybercrime. New tools such as

introduction of the Notifiable Data Breaches (NDB) scheme. Although these regulations

micro-segmentation enable experts to isolate hackers or bots when they break into the

are not technical in nature, they urge enterprises to ensure that their Cyber Security

enterprise network.

implementations meet certain minimum standards. Enterprises procuring technical
security services should first check which service partners are available locally to provide
the necessary engineering, architecture and integration.

Identity and access management (IAM) services enable enterprises to monitor and audit
data access. Governance services manage the segregation of duties. Data protection
monitoring and recording ensure that protection measures were in place before a data

The Cyber Security product procurement process should bundle software, hardware and

breach, thus reducing the consequences and any subsequent penalties. Managed Cyber

service partners with the right balance to ensure long-term service support. For security

Security services have become a continuous and essential practice for many enterprises.

solutions especially, many enterprises will require immediate support from a robust
security partner in case of a data breach or cyberattack.

Enterprises procuring managed security services should assess which tools the proponents have in place. The integration with threat intelligence sources is becoming more

Managed Security Services Trends

essential. Enterprises should thus pay attention to service-level agreements (SLAs). In the

The managed security services market is evolving from security operations centres (SOCs)

to an incident and four hours to resolve it. These old measures were sufficient for internal

to complex, AI-powered cyber defence organisations. Many service providers in this space

incidents such as patching a desktop, changing a firewall rule, or fixing a cloud service

have a deep specialisation, which compensates for scale to provide more client proximity.

misconfiguration. However, in the event of a cybercriminal intrusion, taking 15 minutes to

Cyber criminals around the world are using AI tools to automate threat creation, web

react gives a ransomware cyber bot enough time to make data unrecoverable.

scanning, and malware distribution. Enterprises are thus required to adopt more sophisti-

Enterprises thus need to rethink their service expectations and focus on making innova-

cated tools to defend themselves. Cyber defence centres (CDCs) have emerged, not to re-

tive deals. Service providers should immediately allocate the necessary resources despite

place SOCs, but to expand security operations. These centres leverage advanced machine

the risk of not getting paid or being penalised for failing to meet SLAs. Timed SLAs are

learning (ML) tools that can ingest large volumes of data to provide smart analytics, giving

meaningless in the provision of security. New deals should impose penalties on providers

insights into how threats morph, move and spread. They share information dynamically

for the lack of available skills, malfunctioning tools, sluggish behaviour and not acting

past, a typical security service SLA would have estimated around 15 minutes to respond

on an attack. When an attack evolves, more resources are required and costs go up. A
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IAM Software Market Trends

balanced deal allows for additional resources to be allocated along with risk sharing. In

For many years, IAM tools were limited to managing access credentials and passwords,

addition, the provider should ensure that it does not bill for overtime, tool usage, licenses

including encryption and self-service for password resets. Password management is the

and indirect costs.

weakest link in any protection system. By enforcing more sophisticated policies, users may

“Security by design” has emerged as a recurrent theme in cyber security. The term was

simply forget them or adopt poor password habits.

initially coined to describe software development practices that prevented hackers from

Password management has evolved into identity management (IdM). Other methods and

exploiting the code and access the database. Many service providers emphasise the need

technologies for user authentication include two-factor authentication (2FA) and security

for adequate protection of the enterprise network and its integration with the public cloud

questions to enable self-service password resets. IdM has the means to verify identity and

as well as giving users access to software as a service (SaaS) solutions. In practical terms,

now often includes biometrics such as face or fingerprint recognition.

security by design means replacing security tools. Service providers offer a bypass by
providing their managed security platform as a service, eliminating the need for expensive
technology upgrades.
Many secure by design implementations are more secure than the tools they are
replacing, but many of these tools still require significant analyst expertise to block
cyber attacks. For most of the companies ranked in this study, their technology including
AI-driven services and investment in SOCs and cyber-defence centres provides a market
differentiation. However, it is important to realise that the quality of the resources
involved is also a major driving factor of effectiveness of security solutions.
As security requires significant expertise, staff shortage is a challenge for most enterprises.
It is difficult for a mid-sized enterprise to retain Cyber Security experts. Service providers
address this concern by allowing midmarket clients to leverage highly skilled practitioners.

The concept of identity lifecycle management (ILM) appeared more recently, together with
access management controls. IAM involves identifying and verified end users, listing all the
systems and services that individuals can access, including the functions they can use in
the accessed systems, and managing those access rights.
Many vendors provide different parts of this functionality. IdM is now part of the wider
field of IAM, though the acronyms are sometimes interchangeable leading to some
confusion. In this study, IAM is considered to comprise all access control methods and
technologies in addition to the common authentication methods for verifying identity.
Cloud computing is driving two important trends that are changing the competitive IAM
landscape. Many vendors are moving IAM from on-premise to the cloud or are building
solutions that straddle both. Customers are also increasingly demanding pay-as-you-go
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(PAYG) models or IAM as a service, which some vendors refer to as IDaaS. This has two

Two factor authentications (2FA) is a common feature of IAM. Social authentication is not

major impacts on established vendors on two conflicting fronts. Porting products that

typically offered when an end user signs in through Google, LinkedIn, or another social

are designed for on-premise usage to run in the cloud demands significant investment by

network ID to authenticate into the corporate network. Customer IAM (CIAM) is a growing

the vendor but offers little in the way of product differentiation as the functionality stays

trend, driven largely by the increased requirement of compliance. Blockchain IAM is being

basically the same. In addition, shifting from traditional licensing that involves paying in

tested by some vendors, but no incidences of such systems in production were identified

full before use (plus a small annual maintenance fee) to a pay per month mode significant-

for inclusion in this study.

ly affects the vendor’s cash flow, reducing its capacity to invest in product development.
As a result, many established vendors are witnessing a rapid growth of cloud-native IAM
products at competitive pricing through as-a-service business model.

It is too early to say whether multi-tenant IAM will prevail as a service, but some vendors
see it as the future. By enabling scalable multi-tenant, cloud-hosted IAM as a service, some
of them envision becoming global providers of identity services. In that visionary future,

Australian clients that are not making the rapid transition to the cloud should understand

an individual would have a single digital identity rather than multiple identities for many

the benefits of cloud-based IAM. The service provides single sign-on (SSO) to SaaS

different platforms and systems. The Australian central government and most of the

solutions such as Microsoft 365 (formerly known as Office 365), Google G Suite, Salesforce

states have implemented or are in the process of implementing a digital identity system

and many SaaS-based enterprise resource planning (ERP) and human capital management

that allows citizens to access all government services through SSO.

(HCM) options. The cloud-based federated SSO provides secure identification for all the
requested privacy data in one place, which works as a proxy to all other applications. IAM
solutions eliminate the spreading of privacy data to multiple applications, reducing the
risk of data breaches.
Australian enterprises concerned with data privacy and NDB compliance should consider

Australian enterprises procuring IAM should make a balanced decision based on their
unique needs. Factors such as vendor support, partner networks, and the vendor’s
product development roadmap should be strictly assessed. IAM technology is evolving
rapidly in the face of novel IAM-as-a-service offerings and the growing need to include IAM
functionality in DevOps and containers as well as for securing IoT devices.

implementing federated SSO in the cloud which provides improved privacy and security by
encrypting all personal data. However, this service still looks into where the data resides.
Most of the IAM solutions that are qualified for this quadrant store data in Australia.
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DLP Software Market Trends
Advanced DLP tools can scan files and databases in search of privacy data, tag those

sophisticated and are designed to support high-volume transactions in enterprises such as

assets and raise alerts for intervention. Client companies can define rules to process

large financial institutions. However, these may be too expensive and complex for many

those assets, deciding between deleting the privacy information, obfuscating, replacing,

more limited applications. The first factor to consider while procuring DLP products and

encrypting or moving files to safe storage. They can use these tools to fix past data and

services is related to the frequency of changes in critical data held by an organisation. If

thus comply with new business processes.

this data changes often or is very fluid, more stringent measures are required.

DLP has become a much more mature and important market in Australia, especially

The decision makers for purchasing DLP solutions are typically the CIO, CTO or CISO.

since the reinforcement of the Australian Privacy Act in 2018. Stricter privacy regulations,

Many large Australian enterprises have now set up the chief compliance officer position.

particularly the introduction of the NDB scheme as part of the new legislation, have

Organisations procuring DLP solutions should look for local partner choices and their

elevated data protection measures to much greater prominence. Europe’s General Data

implementation capabilities, after-sales support, and licensing models. If compliance is a

Protection Regulation (GDPR) has also received wide attention in the region and had a

significant concern, they should consider data masking (also known as data obfuscation)

significant impact, as most large Australian enterprises do business with Europe and need

tools. Organisations that are concerned about malware, ransomware, data breaches and

to comply with it.

intellectual property protection consideration can look into tools that provide real-time

The Australian Privacy Act contains the 13 Australian Privacy Principles that apply to most

data access monitoring and automated access blocking.

government agencies and all private sector organisations having an annual turnover

Some DLP solutions allow users or applications to tag private and confidential information

of more than A$3 million. The Privacy Act also regulates the privacy component of the

before saving the file. These more straightforward DLP solutions inspect the file, form, email

consumer reporting system, tax file numbers, and health and medical research.

or message before sending or saving it, thus identifying and preventing non-compliance.

The NDB scheme has elevated the importance of DLP in Australia significantly. Under the
scheme, any commercial organisation or government agency must notify the Office of the
Australian Information Commissioner (OAIC) of any data breach.
Australian enterprises should be aware that some DLP solutions are highly efficient and

Another class of DLP solutions check existing files, databases and documents to tag and
fix non-compliance after it is detected in the next scan cycle. A third class of DLP tools can
inspect data moving in the network, monitor user access and check context (source, destiny,
credential, location and sensibility of the data, etc.) to block or allow access and change. All
combinations of these methods exist, providing the market with a vast number of alternatives.
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Introduction

Definition
With digitalisation and the Industrial Internet of Things (IIoT), business processes

Trojan and phishing attacks are caused due to the carelessness of users. Therefore, user trainings

are increasingly focused on the need to protect IT and communication systems

play a key role, together with up-to-date ICT equipment and technology, to prevent cyber threats.

to such an extent that IT security has now come to represent business security.
In addition to the need to protect confidential/sensitive data within organisations, the enforcement of regulations such as GDPR in Europe compel businesses

The 2020 ISG Provider Lens™ Cyber Security — Solutions & Services study aims to support ICT
decision makers in optimising their security budgets.

to implement stronger safeguards to counter cyberattacks.
However, IT executives often struggle to justify security investments to business
stakeholders, particularly the CFOs. Unlike other IT-related investments, it is
not always possible to measure/demonstrate returns on investment (ROIs) on
security threats. Therefore, security measures are often not sufficient to address
sophisticated threats. On the other hand, the lack of suitable technology is not
the only reason for security vulnerabilities; many security incidents such as

7
© 2020 Information Services Group, Inc. All Rights Reserved.

ISG Provider Lens™ Quadrant Report | August 2020

Introduction

Definition (cont.)
Scope of the Report

Simplified illustration

The ISG Provider Lens™ study offers the following to IT decision makers:



Transparency on the strengths and weaknesses of relevant providers



A differentiated positioning of providers by segments



Perspective on markets, including the U.S., Germany, Switzerland, the U.K., the

Cyber Security Solutions & Services

Security Solutions

Nordics, Brazil and Australia
ISG market research studies serve as an important decision-making basis for

Identity & Access Management

positioning key relationships and go-to-market considerations. ISG advisors and
enterprise clients use information from these reports to evaluate their current

Data Leakage/Loss Prevention (DLP),
Data Security

Security Services

vendor relationships and potential engagements. The studies comprise multiple
quadrants covering the spectrum of services that an enterprise client requires, as
illustrated in the following figure:

Technical Security Services

Strategic Security Services

Managed Security Services
Source: ISG 2020
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Definition (cont.)
The quadrants’ descriptions are as follows:
Identity and access management (IAM): This quadrant compares vendors of
products that collect, record and manage user identities and related access rights. It
includes on-premise software licensing models, SaaS and cloud-only service options.
Data leakage/loss prevention (DLP): This market compares vendors of products
that identify and monitor sensitive data, restrict access for only authorised users,
and prevent data leakage. It includes appliances, on-premise software licensing,
SaaS and cloud-only service options.

Technical security services: This market assesses service providers of integration, maintenance
and support for IT security solutions. It examines providers that do not have an exclusive focus on
their respective proprietary products and can implement and integrate vendor solutions.
Managed security services: This quadrant comprises operations and management of IT security
infrastructures for one or several customers by an SOC. Typical services include security monitoring, behaviour analysis, unauthorised access detection, advisory on preventive measures, penetration testing, firewall operations, anti-virus operations, IAM operation services, DLP operations, and
other operating services.

Strategic security services: This quadrant covers consulting for IT security
solutions and GRC. It examines service providers that do not have an exclusive focus
on proprietary products or solutions.

9
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Provider Classifications
The ISG Provider Lens™ quadrants were created using an evaluation matrix containing four segments, where the providers are positioned accordingly.

Product
Challenger

Leader

Market
Challenger

Contender

The “leaders” among the vendors/

The “product challengers” offer a

“Market challengers” are also

“Contenders” are still lacking mature

providers have a highly attractive

product and service portfolio that

very competitive, but there is still

products and services or sufficient

product and service offering and a

provides an above-average cover-

significant portfolio potential and

depth and breadth of their offering,

very strong market and competitive

age of corporate requirements, but

they clearly lag behind the “leaders.”

while also showing some strengths

position; they fulfill all requirements

are not able to provide the same

Often, the market challengers

and improvement potentials in their

for successful market cultivation.

resources and strengths as the

are established vendors that

market cultivation efforts. These

They can be regarded as opinion

leaders regarding the individual

are somewhat slow to address

vendors are often generalists or

leaders, providing strategic

market cultivation categories. Often,

new trends, due to their size and

niche players.

impulses to the market. They also

this is due to the respective vendor’s

company structure, and have

ensure innovative strength

size or their weak footprint within

therefore still some potential to

and stability.

the respective target segment.

optimize their portfolio and increase
their attractiveness.
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Provider Classifications (cont.)
Each ISG Provider Lens™ quadrant may include a service provider(s) who ISG believes has a strong potential to move into the leader’s quadrant.

Rising Star

Not In

Rising stars are mostly product challengers with high future potential.

This service provider or vendor was not included in this

When receiving the “rising stars” award, such companies have a promis-

quadrant as ISG could not obtain enough information to

ing portfolio, including the required roadmap and an adequate focus on

position them. This omission does not imply that the

key market trends and customer requirements. Also, the “rising stars”

service provider or vendor does not provide this service.

has an excellent management and understanding of the local market.
This award is only given to vendors or service providers that have made
extreme progress towards their goals within the last 12 months and
are on a good way to reach the leader quadrant within the next 12-24
months, due to their above-average impact and innovative strength.
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Cyber Security - Solutions & Services - Quadrant Provider Listing 1 of 5
Identity & Access Management

Data Leakage/Loss Prevention
(DLP), Data Security

Technical Security Services

Strategic Security Services

Managed Security Services

Accenture

4

Not In

4

Not In

4

Leader

4

Leader

4

Leader

Atos

4

Product Challenger

4

Not In

4

Contender

4

Contender

4

Product Challenger

Broadcom

4

Product Challenger

4

Leader

4

Not In

4

Not In

4

Not In

Capgemini

4

Not In

4

Not In

4

Product Challenger

4

Product Challenger

4

Product Challenger

CGI

4

Not In

4

Not In

4

Product Challenger

4

Product Challenger

4

Contender

Checkpoint

4

Not In

4

Contender

4

Not In

4

Not In

4

Not In

Clearswift

4

Not In

4

Not In

4

Not In

4

Not In

4

Not In

Cognizant

4

Not In

4

Not In

4

Contender

4

Contender

4

Contender

CyberCX

4

Not In

4

Not In

4

Rising Star

4

Not In

4

Market Challenger

Cyberproof UST

4

Not In

4

Not In

4

Not In

4

Product Challenger

4

Contender

Data#3

4

Not In

4

Not In

4

Product Challenger

4

Product Challenger

4

Product Challenger

Datacom

4

Not In

4

Not In

4

Product Challenger

4

Product Challenger

4

Product Challenger
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Cyber Security - Solutions & Services - Quadrant Provider Listing 2 of 5
Identity & Access Management

Data Leakage/Loss Prevention
(DLP), Data Security

Technical Security Services

Strategic Security Services

Managed Security Services

Deloitte

4

Not In

4

Not In

4

Leader

4

Leader

4

Leader

DriveLock

4

Not In

4

Product Challenger

4

Not In

4

Not In

4

Not In

DXC

4

Not In

4

Not In

4

Leader

4

Leader

4

Leader

EY

4

Not In

4

Not In

4

Not In

4

Leader

4

Not In

Forcepoint

4

Not In

4

Leader

4

Not In

4

Not In

4

Not In

ForgeRock

4

Product Challenger

4

Not In

4

Not In

4

Not In

4

Not In

Fortinet

4

Contender

4

Not In

4

Not In

4

Not In

4

Not In

Fujitsu

4

Not In

4

Not In

4

Leader

4

Leader

4

Leader

HCL

4

Not In

4

Not In

4

Contender

4

Contender

4

Contender

IBM

4

Leader

4

Leader

4

Leader

4

Leader

4

Leader

Infosys

4

Not In

4

Not In

4

Contender

4

Contender

4

Contender

Kasada

4

Not In

4

Rising Star

4

Not In

4

Not In

4

Not In
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Cyber Security - Solutions & Services - Quadrant Provider Listing 3 of 5
Identity & Access Management

Data Leakage/Loss Prevention
(DLP), Data Security

Technical Security Services

Strategic Security Services

Managed Security Services

KPMG

4

Not In

4

Not In

4

Not In

4

Leader

4

Not In

LTI

4

Not In

4

Not In

4

Not In

4

Not In

4

Contender

Macquarie Government

4

Not In

4

Not In

4

Not In

4

Not In

4

Product Challenger

McAfee

4

Not In

4

Leader

4

Not In

4

Not In

4

Not In

Micro Focus

4

Product Challenger

4

Not In

4

Not In

4

Not In

4

Not In

Microsoft

4

Leader

4

Leader

4

Not In

4

Not In

4

Not In

MobileIron

4

Not In

4

Leader

4

Not In

4

Not In

4

Not In

NTT

4

Not In

4

Not In

4

Leader

4

Leader

4

Leader

Okta

4

Leader

4

Not In

4

Not In

4

Not In

4

Not In

One Identity

4

Contender

4

Not In

4

Not In

4

Not In

4

Not In

OneLogin

4

Product Challenger

4

Not In

4

Not In

4

Not In

4

Not In

Oracle

4

Market Challenger

4

Not In

4

Not In

4

Not In

4

Not In
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Introduction

Cyber Security - Solutions & Services - Quadrant Provider Listing 4 of 5
Identity & Access Management

Data Leakage/Loss Prevention
(DLP), Data Security

Technical Security Services

Strategic Security Services

Managed Security Services

Orange Cyberdefense

4

Not In

4

Not In

4

Contender

4

Contender

4

Market Challenger

Ping Identity

4

Leader

4

Not In

4

Not In

4

Not In

4

Not In

Proofpoint

4

Not In

4

Market Challenger

4

Not In

4

Not In

4

Not In

PWC

4

Not In

4

Not In

4

Not In

4

Leader

4

Not In

RSA

4

Leader

4

Not In

4

Not In

4

Not In

4

Not In

SailPoint

4

Rising Star

4

Not In

4

Not In

4

Not In

4

Not In

SAP

4

Market Challenger

4

Not In

4

Not In

4

Not In

4

Not In

Secureworks

4

Not In

4

Not In

4

Not In

4

Product Challenger

4

Contender

Solarwinds

4

Contender

4

Not In

4

Not In

4

Not In

4

Not In

TCS

4

Not In

4

Not In

4

Product Challenger

4

Product Challenger

4

Contender

Tech Mahindra

4

Not In

4

Not In

4

Not In

4

Not In

4

Contender

Telstra

4

Not In

4

Not In

4

Product Challenger

4

Product Challenger

4

Product Challenger
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Cyber Security - Solutions & Services - Quadrant Provider Listing 5 of 5
Identity & Access Management

Data Leakage/Loss Prevention
(DLP), Data Security

Technical Security Services

Strategic Security Services

Managed Security Services

Tesserent

4

Not In

4

Not In

4

Product Challenger

4

Product Challenger

4

Rising Star

Thales/Gemalto

4

Product Challenger

4

Not In

4

Not In

4

Not In

4

Not In

Trend Micro

4

Not In

4

Market Challenger

4

Not In

4

Not In

4

Not In

Trustwave

4

Not In

4

Contender

4

Not In

4

Product Challenger

4

Product Challenger

Unisys

4

Not In

4

Not In

4

Market Challenger

4

Market Challenger

4

Leader

Varonis

4

Not In

4

Product Challenger

4

Not In

4

Not In

4

Not In

Vectra

4

Not In

4

Not In

4

Product Challenger

4

Not In

4

Product Challenger

Verizon

4

Not In

4

Not In

4

Not In

4

Product Challenger

4

Product Challenger

Wipro

4

Not In

4

Not In

4

Product Challenger

4

Rising Star

4

Product Challenger

Zscaler

4

Not In

4

Contender

4

Not In

4

Not In

4

Not In
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Section Name

ENTERPRISE CONTEXT
Identity & Access Management (IAM)
This report is relevant to enterprises across industries in Australia for evaluating

the region’s Federal Privacy Act 1988 and its Australian Privacy Principles (APPs). IAM

providers of legacy and cloud-native identity and access management (IAM) tools.

tools help enterprises comply with these regulations that include managing consent for

In this quadrant report, ISG lays out the current market positioning of IAM providers in
Australia and the way they address the key challenges enterprises face in the region.
In the past few years, some providers have augmented their product strategy to go beyond legacy IAM solutions and into cloud-native solutions. Yet, some leading providers
offer only cloud-native solutions. ISG observes a market separation of the approaches

recording and tracking data and notifying the right people in case of a data breach. With
robotic process automation (RPA), alongside IoT, an increasing number of new, non-personal identities are seeking access. Furthermore, the COVID-19 pandemic, and the shift
to working from anywhere, has changed the way enterprise employees and contractors
access corporate systems for collaboration and file access.

so that they compete for the same enterprise business. Meanwhile, enterprise require-

IT and technology leaders should read this report to understand the relative positioning

ments for IAM is expanding with the connection of an increasing number of devices

and technical capabilities of IAM solution providers in the market.

to their networks with the Internet of Things (IoT) and other digital transformation
initiatives.
Australia’s cyber security market is mature and competitive, with global providers
as well as local home-grown providers. In Australia, the demand for IAM solutions is
growing as securing identifications continues to be important for compliance with

Security and data professionals should read this report to identify the providers that
provide a wide range of IAM features and how they can be compared to each other.
Business executives including those in the C-suite and board members should read this
report to understand the landscape for IAM as it directly affects the way a business avoids
cyberattacks and protects its credibility.
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SOCIAL ENTERPRISE NETIDENTITY
& ACCESS
WORKING
SUITESMANAGEMENT

Managed Service Provider (MSP) for Azure

Definition
IAM products are used to collect, record and manage user identities
and related access rights. They ensure that access rights are granted
based on defined policies. To handle existing and new application
requirements, security providers are increasingly expected to embed
mechanisms, frameworks and automation (for e.g., risk analyses)
into their management suites to enable real-time attack profiling.
Additional requirements are related to social media and mobile users,
addressing clients’ security needs that go beyond traditional web and
context-related rights management. This quadrant covers appliances,
on-premise software licensing, SaaS and cloud-only service options.
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Identity & Access Management

IDENTITY & ACCESS MANAGEMENT
Eligibility Criteria

Observations



Relevance (revenue and number of customers) as an IAM product

For many years, identity and access management (IAM) tools were limited to managing access

provider in Australia

credentials and passwords, including encryption and self-service for password resets. Password



IAM offering to be based on proprietary software and not on thirdparty software

management is the weakest link in any protection system. By enforcing more sophisticated policies,
users may simply forget them or adopt poor password habits.
Password management has evolved into identity management (IdM). Other methods and technologies for user authentication include two-factor authentication (2FA) and security questions to
enable self-service password resets. IdM has the means to verify identity and now often includes
biometrics such as face or fingerprint recognition.
The concept of identity lifecycle management (ILM) appeared more recently, together with access
management controls. IAM involves identifying and verified end users, listing all the systems and
services that individuals can access, including the functions they can use in the accessed systems,
and managing those access rights.
Many vendors provide different parts of this functionality. IdM is now part of the wider field of IAM,
though the acronyms are sometimes interchangeable and can thus raise some confusion. In this
study, IAM is considered to comprise all access control methods and technologies in addition to the
common authentication methods for verifying identity.
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Identity & Access Management

IDENTITY & ACCESS MANAGEMENT
Observations (cont.)
Cloud computing is driving two important trends that are changing the

Australian clients that are not making the rapid transition to the cloud should understand the benefits

competitive IAM landscape. Many vendors are moving IAM from on-prem-

of cloud-based IAM. The service provides single sign-on (SSO) to SaaS solutions such as Microsoft 365

ise to the cloud or are building solutions that straddle both. Customers

(formerly known as Office 365), Google G Suit, Salesforce and many SaaS-based enterprise resource

are also increasingly demanding pay-as-you-go (PAYG) models or IAM as a

planning (ERP) and human capital management (HCM) options. The cloud-based federated SSO

service, which some vendors refer to as IDaaS. This has two major impacts

provides secure identification for all the requested privacy data in one place, which works as a proxy

on established vendors on two conflicting fronts. Porting products that are

to all other applications. IAM solutions eliminate the spreading of privacy data to multiple applications,

designed for on-premise usage to run in the cloud demands significant

reducing the risk of data breaches.

investment by the vendor but offers little in the way of product differentiation as the functionality stays basically the same. In addition, shifting from
traditional licensing that involves paying in full before use (plus a small
annual maintenance fee) to a pay per month mode significantly affects the
vendor’s cash flow, reducing its capacity to invest in product development.
As a result, many established vendors are witnessing a rapid growth of
cloud-native IAM products at a competitive pricing through as-a-service
business model.

Australian enterprises concerned with data privacy and NDB compliance should consider implementing
federated SSO in the cloud which provides improved privacy and security by encrypting all personal
data. However, this service still looks into where the data resides. Most of the IAM solutions that are
qualified for this quadrant store data in Australia or are otherwise noted in the caution statement.
2FA is a common feature of IAM. Social authentication is not typically offered when an end user signs
in through Google, LinkedIn, or another social network ID to authenticate into the corporate network.
Customer IAM (CIAM) is a growing trend, driven largely by the increased requirement of compliance.
Blockchain IAM is being tested by some vendors, but no incidences of such systems in production were
identified for inclusion in this study.
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Identity & Access Management

IDENTITY & ACCESS MANAGEMENT
Observations (cont.)
It is too early to say whether multi-tenant IAM will prevail as a service,
but some vendors see it as the future. By enabling scalable multi-tenant,
cloud-hosted IAM as a service, some of them envision to become global

ISG has identified five leaders and one rising star in the IAM quadrant as follows:



and services include IBM Security Identity Governance and Intelligence (IGI), IBM Security Access

providers of identity services. In that visionary future, an individual would

Manager (ISAM), IBM Cloud Identity and IBM Security Secret Server. IBM is a US$71 billion global

have a single digital identity rather than multiple identities for many

company with a workforce of 5,000 employees in Australia. It has offices in every state and territory

different platforms and systems. The Australian central government and
most of the states have implemented or are in the process of implementing a digital identity system that allows citizens to access all government
services through SSO.
Australian enterprises procuring IAM should make a balanced decision
based on their unique needs. Factors such as vendor support, partner networks, and the vendor’s product development roadmap should be strictly
assessed. IAM technology is evolving rapidly in the face of novel IAM-asa-service offerings and the growing need to include IAM functionality in

IBM has one of the Cyber Security industry’s most comprehensive portfolios. Its IAM products

and a robust service organisation to provide professional services and product support.



Microsoft is one of the world’s leading software companies, with an annual revenue of US$126
billion and 150,000 employees. It has a large office in Australia, with around 1,500 employees.
Microsoft Azure is one of the world’s leading cloud platforms, and its Microsoft 365 (formerly
Office 365) office productivity suite is the market leader by a large margin. Microsoft Azure Active
Directory Domain Services (Azure AD DS) provides managed domain services such as domain join,
group policy, lightweight directory access protocol (LDAP), and Kerberos/NTLM (new technology LAN
manager) authentication.

DevOps and containers as well as for securing IoT devices.
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Identity & Access Management

IDENTITY & ACCESS MANAGEMENT
Observations (cont.)


Okta offers fully functional cloud-based IAM management products.

RSA, founded in 1982, is one of the oldest companies in Cyber Security and has around 2,700
employees worldwide. It developed the world’s first public key cryptographic algorithm. It was

generated a revenue of $167 million in 2019, up 45 percent from the

acquired by Dell in 2016, which sold it to a consortium led by Symphony Technology Group in early

previous year. It has 6,000 employees globally and an established

2020. RSA has four major product lines, including its SecureID® suite for IAM.

presence in Australia. Its IAM products are Okta Cloud Connect and
Okta Lifecycle Management. the company operates through a global
network of more than 2,000 integrators and partners, including many
in Australia.





Founded ten years ago, its IPO in 2017 was valued at US$6 billion. Its



SailPoint is an enterprise IAM specialist with an annual revenue of US$285 million and 1,000
employees worldwide. It has a small but growing presence in Australia, with a strong base of
resellers and channel partners.

Ping Identity is a U.S.-based public company with an annual revenue
of US$225 million and 900 employees globally. It undertook a
successful IPO in 2019, which valued the company at over US$1 billion.
The Ping Identity Intelligent Identity platform provides customers,
employees and partners with access to cloud, mobile, SaaS across onpremise and cloud applications. It is used by around half of the global
Fortune 100 companies. It has a significant, direct presence in Australia
and many sales partners.
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Section Name

ENTERPRISE CONTEXT
Data leakage/loss prevention (DLP)
This report is relevant to enterprises across industries in Australia for evaluating

IT and technology leaders should read this report to understand the relative positioning

providers of data leakage/loss prevention (DLP) products, including cloud services, that

and capabilities of DLP solutions. The report also compares the technical capabilities of

identify and monitor sensitive data, provide access for authorized users, and prevent

the various service providers in the market.

data leakage.

Security and data professionals should read this report to understand how providers,

In this quadrant report, ISG highlights the current market positioning of DLP and data

with their DLP security solutions comply with data protection laws in Australia and how

security providers in Australia and the way they address the key challenges enterprises

they compare to each other.

face in the region. ISG observes that enterprises are struggling to keep a check on
the transfer of data as connectivity has become ubiquitous. Correspondingly, the
demand for DLP is expanding with an increasing number of devices being connected to
enterprise networks with the Internet of Things (IoT) and other digital transformation

Compliance and governance leaders should read this report to understand the landscape for DLP as it directly affects compliance with the region’s data and privacy-related
legislations.

initiatives.
Australia’s cyber security market is mature and competitive, with the presence of both
global providers as well as local players. In Australia, the usage of DLP solutions is
growing as securing data continues to be important to the country’s Federal Privacy Act
1988 and Australian Privacy Principles (APPs). DLP tools help enterprises comply with
the privacy act and state privacy laws.
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SOCIAL ENTERPRISE NET-

DATA
LOSS/ LEAKAGE
WORKING
SUITES PREVENTION

SAP on Azure

Definition
DLP products can identify and monitor sensitive data, restrict access
to only authorised users and prevent data leakage. They have gained
considerable importance as it has become difficult for companies to
control data movements and transfers with the increase in the number
of devices, including mobile, for storing data. These are mostly equipped
with an Internet connection and can send and receive data without passing it through a central Internet gateway. The devices include a multitude
of interfaces such as USB ports, Bluetooth, wireless local area network
(WLAN) and near-field communication (NFC) that enable continuous data
sharing. This quadrant covers appliances, on-premise software licensing,
SaaS and cloud-only service options.
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Data loss/ leakage prevention

DATA LOSS/ LEAKAGE PREVENTION
Eligibility Criteria

Observations



Relevance (revenue, number of customers) as a DLP product

Advanced DLP tools can scan files and databases in search of privacy data, tag those assets and

provider in Australia

raise alerts for intervention. Client companies can define rules to process those assets, deciding be-



DLP offering based on proprietary software and not on third-party
software

tween deleting the privacy information, obfuscating, replacing, encrypting or moving files to a safe
storage. They can use these tools to fix past data and thus comply with new business processes.
DLP has become a much more mature and important market in Australia, especially since the
reinforcement of the Australian Privacy Act in 2018. Stricter privacy regulations, particularly the
introduction of the NDB scheme as part of the new legislation, have elevated data protection
measures to much greater prominence. Europe’s General Data Protection Regulation (GDPR) has
also received wide attention in the region and had a significant impact, as most large Australian
enterprises do business with Europe and need to comply with it.
The Australian Privacy Act contains the 13 Australian Privacy Principles that apply to most government agencies and all private sector organisations having an annual turnover of more than A$3
million. The Privacy Act also regulates the privacy component of the consumer reporting system,
tax file numbers, and health and medical research.
The NDB scheme has elevated the importance of DLP in Australia significantly. Under the scheme,
any commercial organisation or government agency must notify the Office of the Australian
Information Commissioner (OAIC) of any data breach. Data breaches are defined as occurring .
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Data loss/ leakage prevention

DATA LOSS/ LEAKAGE PREVENTION
Observations (cont.)
Australian enterprises should be aware that some DLP solutions are

Some DLP solutions allow users or applications to tag private and confidential information before

highly efficient and sophisticated and are designed to support high-vol-

saving the file. These more straightforward DLP solutions inspect the file, form, email or message

ume transactions in enterprises such as large financial institutions.

before sending or saving it, thus identifying and preventing non-compliance. Another class of DLP

However, these may be too expensive and complex for many more

solutions check existing files, databases and documents to tag and fix non-compliance after it is

limited applications. The first factor to consider while procuring DLP

detected in the next scan cycle. A third class of DLP tools can inspect data moving in the network,

products and services is related to the frequency of changes in critical

monitor user access and check context (source, destiny, credential, location and sensibility of the

data held by an organisation. If this data changes often or is very fluid,

data, etc.) to block or allow access and change. All combinations of these methods exist, providing

more stringent measures are required.

the market with a vast number of alternatives.

The decision makers for purchasing DLP solutions are typically the

ISG has identified six leaders and one rising Star in the DLP quadrant as follows:

CIO, CTO or CISO. Many large Australian enterprises have now set up
the chief compliance officer position. Organisations procuring DLP
solutions should look for local partner choices and their implementation capabilities, after-sales support, and licensing models. If compliance is a significant concern, they should consider data masking (also
known as data obfuscation) tools. Organisations that are concerned
about malware, ransomware, data breaches and intellectual property



Broadcom had more than 20,000 employees and generated US$21 billion in revenue in 2019.
In recent years, it has grown strongly through acquisition, some of which include Symantec, Brocade and CA Technologies. Broadcom provides DLP through its Symantec brand and cross-sells
its broad security portfolio directly to existing customers through an extensive partner program.
It runs large operations in Australia but had to let go of many Symantec and CA employees
following the acquisitions.

protection consideration can look into tools that provide real-time data
access monitoring and automated access blocking.
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Data loss/ leakage prevention

DATA LOSS/ LEAKAGE PREVENTION
Observations (cont.)


Forcepoint, formerly known as Websense, is a global security

McAfee has 7,000 employees, including 150 in Australia. It has around 70, 000 corporate clients

solutions vendor with 2,700 employees and an annual revenue of

globally and offers robust end-user security services. Its DLP subset includes McAfee DLP

US$177 million. It is a wholly owned subsidiary of Raytheon, a mul-

Discover, McAfee DLP Prevent, McAfee DLP Monitor and McAfee DLP Endpoint.

tinational aerospace and defence technology company. More than
14,000 clients use its products globally. Forcepoint Australia hired



billion and 150,000 employees. It has a large office in Australia, with around 1,500 employees.

many senior staff from Symantec after its acquisition by Broadcom

Microsoft Azure is one of the world’s leading cloud platforms, and the Microsoft 365 (formerly

in late 2019.



Office 365) office productivity suite is the market leader by a large margin. Microsoft has DLP

IBM is a global systems and services company with an annual
revenue of US$77 billion as of 2019. It monitors 15 billion security
events per day in more than 130 countries. Its focus on security

tools for end user, workplace and cloud users.



company has a small presence in Australia with about 20 staff in three offices and is supported

than 3,000 security patents. IBM Security Guardium is its main DLP
reporting. The firm has 5,000 employees in Australia, with offices in
every state and territory.



McAfee is a large privately held Cyber Security firm that was owned
by Intel from 2011 to 2017. Intel still owns almost half the company.

MobileIron specialises in mobile device management and enterprise mobility management. It
generates an annual revenue of US$205 million and has almost 1,000 employees globally. The

research and product development has enabled it to deliver more
product, offering data protection, activity monitoring and compliance

Microsoft is one of the world’s leading software companies, with an annual revenue of US$126

by over 50 local partners. Its DLP product is called Docs@Work.



Kasada is an Australian cyber security company founded in 2015 with offices in the U.K. and the
U.S. The company is focused on preventing malicious bot-based attacks and has attracted A$15
million in a recent funding round, which saw former prime minister Malcolm Turnbull join the
board. Founder Sam Crowther has relocated to New York to drive expansion in the U.S, while
continuing to build its local capability.
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Section Name

ENTERPRISE CONTEXT
Strategic Security Services
This report is relevant to enterprises across industries in Australia for evaluating

IT and technology leaders should read this report to understand the relative positioning

providers of strategic security services that includes consultations for cyber security

and capabilities of strategic security services providers.

solutions.

Security and data professionals should read this report to understand how strategic

In this quadrant report, ISG highlights the current market positioning of providers of

security services providers can be compared based on the level of competence they can

strategic security services in Australia and the way they address the key challenges

offer as strategic security services.

enterprises face in the region.

Business executives including those in the C-suite and board members should read this

Enterprises in Australia, like in other markets, recognize the increasing importance of

report to understand the landscape for strategic security services for the role they play in

cyber security, concurrently triggering growth in offerings in strategic security services.

ensuring that a business avoids cyberattacks and is able to protect its credibility.

The demand for strategic security services is growing because of the high risk faced by
enterprises, in terms of the multiplying of both number and type of attacks on their
online assets. In ISG’s experience, companies in Australia discern service providers
based on their ability to provide security professionals with the requisite expertise,
locally, as part of a service engagement.
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SOCIAL ENTERPRISE NET-

STRATEGIC
WORKINGSECURITY
SUITES SERVICES

Office-365-Integration - MIDMARKET

Definition
Strategic security services primarily cover consulting for IT security
solutions. This quadrant examines consulting firms that help
clients improve their GRC practices. Service providers in this space
can independently assess vendor solutions that best fit client
requirements. Their scope covers vulnerability assessments and ethical
hacking to test a client’s defence and response capabilities. Business
process changes, user training, security awareness, preparation for
auditing and certification are among the service options. Consulting
firms that balance technology capabilities with business GRC expertise
get better ratings in this quadrant.
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Strategic Security Services

STRATEGIC SECURITY SERVICES
Eligibility Criteria

Observations



Demonstrate experience in IT security consulting regarding security

The strategic security services market is largely driven by Australia’s new privacy laws, heightened

solutions for enterprises in Australia

awareness of security issues, and greater hacking activities. Many firms in this space are hiring



Vendor-agnostic to provide unbiased assessments



Exhibit a technical capacity to undertake vulnerability assessments,
such as pen testing and ethical hacking, coupled with business
consulting expertise

specialists, announcing new service offerings, and opening Cyber Security labs for training,
experimentation and sandboxing.
In October 2019, the Australian Department of Home Affairs estimated the total cost of cybercrimes at A$29 billion per year for Australian businesses. The cost for each affected business was
estimated at A$276,000. In the same year, there were 9.2 million malware detections in Australian
businesses and $16 million in losses resulting from malicious activities for gaining personal information. Cyberattacks take between 23 and 51 days to resolve. In April 2020, the ACSC published
statistics of cybercrimes and cyber security in Australian government entities. It reported 427
incidents for the previous year, 65 percent of which was self-reported and the remainder identified
through its own investigations.
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Strategic Security Services

STRATEGIC SECURITY SERVICES
Observations (cont.)
Australian enterprises are becoming more aware of the financial and

Mergers and acquisitions (M&As) are continuing to shape the cyber security industry in Australia. In

reputational costs of cybercrime. GRC practices, which were once

late 2019, ASX-listed Tesserent acquired the security division of PS&C (Pure Security), an ICT consul-

focused solely on business factors, now cover Cyber Security because of

tancy, for A$16 million. Around the same time, CyberCX was formed by bringing in 12 niche Cyber

the cost implications as well as the impact on the brand value following

Security players, while EY acquired Sydney-based Aleron, with significant venture capital funding. In

a data breach or ransomware attack. Since the introduction of tougher

May 2020, Deloitte acquired Zimbani, a cyber security architecture specialist based in Melbourne.

privacy laws and the Notifiable Data Breaches (NDB) scheme, many organisations have employed a data security officer or compliance officer.
Penalties under this scheme are up to A$1.8 million for organisations

For this quadrant, ISG has identified nine leaders and one rising star as follows:



service providers. It has more than 500,000 employees worldwide, of which over 8,000 are Cyber

and A$360,000 for individuals causing serious or repeated breaches. No

Security specialists. It delivers more than 500 security projects every year. It has 4500 employees

penalties have yet been levied.

in Australia, half of them in technology. It has a large Cyber Security practice in most major

Under this much more regulated environment, consulting firms

economies, including Australia, called Accenture Security. In recent years it has acquired many

operating in Australia have built additional expertise to help clients stay

Cyber Security businesses globally, most recently Symantec’s Cyber Security business in early

compliant. Most major system and software vendors as well as consultancy firms have established or expanded their cyber security practices
and are aggressively marketing them to Australian enterprises.

Accenture is one of the world's largest management consulting, technology and outsourcing

2020 and British company Context Information Security shortly afterwards.



Deloitte is a major global consultancy with 14 offices, and 8,000 employees in Australia, including
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Strategic Security Services

STRATEGIC SECURITY SERVICES
Observations (cont.)
800 partners. Its global annual revenue stands at US$46 billion, of

US$36 billion and 270, 000 employees worldwide, including more than 6,000 in Australia. It has

which Australia accounts for A$2 billion. Deloitte’s Cyber Security

more than 25 years’ experience in Cyber Security and a large Cyber Security practice globally. In

services in Australia cover strategic consulting, risk advisory, cyber

late 2019, EY Australia acquired Sydney-based Cyber Security consultancy, Aleron, adding to its

intelligence information, response to cyber incidents, vulnerability

local Cyber Security capabilities and gaining over 50 dedicated Cyber Security professionals. The

management services, intrusion tests, malware analysis and forensic

company maintains a SOC in Melbourne.

analysis. Its Cyber Security portfolio is organised in four areas of
expertise, namely cyber strategy, Cyber Security, cyber surveillance



capabilities. It has an annual revenue of ¥3.9 trillion (US$35 billion) and around 130,000 employ-

and cyber resilience.



ees globally. The company has a large presence in Australia, which is its most strategic interna-

DXC was formed in 2017 from the spinoff of the services division

tional operation outside Europe and the U.K. It has over 2,500 employees in Australia, including a

of Hewlett-Packard Enterprise (HPE) and its merger with Computer

large Cyber Security practice.

Sciences Corporation (CSC). The company has an annual revenue of
US$21 billion and 138,000 employees in over 70 countries, including



practice with more than 8,000 practitioners. IBM’ security strategy and risk management and

worldwide, including one in Australia. DXC has a large cyber security

compliance services cover strategy, planning, risk assessments and advisory. IBM X-Force® Inci-

practice in Australia and an innovation centre at its Sydney headquar-

dent Response and Intelligence Services (IRIS) shares threat information from industry experts

ters for research into technologies such as blockchain and AI.
EY is a major international consultancy with an annual revenue of

IBM runs large operations in Australia with a robust service organisation to provide consulting,
advisory, professional services and product support. It has an extensive global Cyber Security

6,000 in Australia. It has 12 security operations centres (SOCs)



Fujitsu is the largest Japanese ICT provider and integrator, with strong technical Cyber Security

across the world. Its Cyber Security consulting extends to cloud, identity and data.



KPMG is a major international consultancy with an annual revenue of US$30 billion and 219,000
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STRATEGIC SECURITY SERVICES
Observations (cont.)
employees in 147 countries. It has a workforce strength of 6,700 peo-

PwC is a global consulting group with 275,000 employees across 157 countries. In Australia,
it has a workforce strength of 8,000 employees and generates A$2.6 billion in revenue. PwC’s

as a network of independent companies, affiliated through KPMG

professional services include audit and assurance, tax and consulting, human resources and

International in Switzerland, with its main operational headquarters

forensics. It employs 2,900 Cyber Security professionals worldwide and has a large Cyber Security

in the Netherlands. Its Australian Cyber Security practice covers four

and privacy practice in Australia.

areas: strategy and governance, cyber transformation, cyber defence
and cyber response services. In 2019, it acquired Ferrier Hodgson, a
major Australian management consultancy.





ple in Australia, 400 of whom are partners. The company operates



Wipro (Rising Star) is a major Indian systems house with an annual revenue of US$8 billion and
over 175,000 employees worldwide. The company has more than 8,000 Cyber Security specialists.
Cyber Security accounts for around 10 percent of its global business. It has 2000 employees in

NTT Ltd. is the global IT services subsidiary of NTT, one of the world’s

Australia and generates A$62 million in revenue. Wipro has an SOC in Melbourne and develop-

largest telcos with an annual revenue of more than US$100 billion

ment centres in Sydney, Melbourne (an innovation centre with Swinburne University), Canberra

and over 300,000 employees. All of NTT’s global IT related subsidiar-

and Perth.

ies, including NTT Security, were combined and rebranded as NTT
Ltd. in 2019. NTT Ltd. has 2,000 cyber security professionals globally,
a large portfolio of products and services, and 120,000 employees. It
has delivered more than 15,000 security engagements in 57 countries
and in many vertical markets. The company runs a large Australian
operation.
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Section Name

ENTERPRISE CONTEXT
Technical Security Services
This report is relevant to enterprises across industries in Australia for evaluating

IT and technology leaders should read this report to understand the relative positioning

providers of technical security services.

and capabilities of providers of technical security services. The report also compares the

In this quadrant report, ISG highlights the current market positioning of providers of

technical capabilities of the various service providers in the market.

technical security services in Australia and the way they address the key challenges

Security and data professionals should read this report to understand the way providers

enterprises face in the region. With the expanding number of vendors of cyber security

of technical security services can be compared with each other.

tools and a corresponding recognition of the shortage of requisite skills, providers of
technical security services are necessary to streamline implementation.
Australia is a mature market for technical security services. Largest companies typically

Business executives including those in the C-suite and board members should read this
report to understand the landscape for technical security services as it directly affects the
way a business avoids cyberattacks and protects its credibility.

require extensive technical security services because of their complex architectures and
the use of a wide variety of tools. In ISG’s experience, companies in Australia discern
providers based on their ability to provide specialized and highly skilled resources
locally as part of a service engagement.
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SSAP CLOUD PLATFORM
TECHNICAL
SECURITY SERVICES
AND SAP LEONARDO
SER

Office-365-Integration – LARGE ACCOUNTS

Definition
Technical security services cover integration, maintenance and
support for IT security solutions. This quadrant examines service
providers that are not exclusively focused on their respective
proprietary products and can implement and integrate vendor
solutions.
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Technical Security Services

SOCIAL ENTERPRISE
TECHNICAL
SECURITY
NETWORKING
SUITES SERVICES
Eligibility Criteria

Observations



Demonstrate experience in implementing security solutions for

Cyber Security software vendors rely on service partners to install, configure and integrate their

enterprises in Australia

solutions. It is often the service partner that closes the sale through the vendor's pre-sales team



Authorised by vendors to distribute and support security solutions



Certified experts to support its security technologies



Ideally a member of security associations and certification agencies

to support product information. Service partners retain client relationships and are considered as
trusted consultants that estimate capacity and system requirements.
Security products typically require high-performing appliances and complex cloud and network
configurations. The service partners’ consultants design the implementation architecture and project
plan and choose the appliances models and software versions to match requirements.
The Australian Privacy Act was significantly strengthened in 2018, particularly with the introduction
of the Notifiable Data Breaches (NDB) scheme. Although these regulations are not technical in
nature, they urge enterprises to ensure that their Cyber Security implementations meet certain minimum standards. Enterprises procuring technical security services should first check which service
partners are available locally to provide the necessary engineering, architecture and integration.
The Cyber Security product procurement process should bundle software, hardware and service
partners with the right balance to ensure long-term service support. For security solutions especially, many enterprises will require immediate support from a robust security partner in case of a data
breach or cyberattack.
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SOCIAL ENTERPRISE
TECHNICAL
SECURITY
NETWORKING
SUITES SERVICES
Observations (cont.)
ISG has identified six leaders and one rising star in the technical



security services quadrant as follows:



Australia. Its global annual revenue stands at US$46 billion, of which A$2 billion (around US$1.4
billion) is accounted by Australia. Its Cyber Security services cover strategic consulting, risk

Accenture one of the world's largest management consulting,

advisory, cyber intelligence information, response to cyber incidents, vulnerability management

technology and outsourcing service providers. It has over 500,000

services, intrusion tests, malware analysis and forensic analysis. Its Cyber Security portfolio is or-

employees worldwide, of which 8,000 are Cyber Security specialists.

ganised into four areas of expertise, namely cyber strategy, Cyber Security, cyber surveillance and

The company delivers more than 500 security projects every year. It

cyber resilience. Deloitte’s research covers Cyber Security trends that influence all markets. Its

has 4,500 employees in Australia, of which half of them are dedi-

Australian Cyber Intelligence Centre (CIC) in Sydney is connected to the other regional operations

cated to technology. Accenture has a large Cyber Security practice

centres around the world for sharing threat intelligence and security knowledge sources.

in most major economies called Accenture Security. It acquired
Symantec’s Cyber Security business in early 2020, followed shortly by

Deloitte is a major global consultancy with 14 offices, 8,000 employees and 800 partners in



DXC was formed in 2017 from the spinoff of the services division of Hewlett-Packard Enterprise

U.K.-based Context Information Security. The company has in-depth

(HPE) and its merger with Computer Sciences Corporation (CSC). The company generates an

technical expertise. It collects and analyses the software vulner-

annual revenue of US$21 billion with 138,000 employees in over 70 countries, including 6,000

abilities of more than 71,000 products from over 1,000 vendors,

in Australia. It employs 4,000 security professionals globally and publishes a monthly Threat

conducting a continuous and rigorous analysis 100 days before a

Intelligence Report. The company has 16 SOCs worldwide, including one in Australia. It has a

public disclosure.

large cyber security practice in the region and an innovation centre at its Sydney headquarters
for research into technologies such as blockchain and AI. DXC offers integrated solutions for IT
systems and the corresponding security. Its key areas of operation are cyber defence, IAM, data
protection and infrastructure security.
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SOCIAL ENTERPRISE
TECHNICAL
SECURITY
NETWORKING
SUITES SERVICES
Observations (cont.)




Fujitsu is the largest Japanese ICT provider and integrator with



NTT Ltd. is the global IT services subsidiary of NTT (Nippon Telegraph and Telephone Corpora-

strong technical Cyber Security capabilities. It generates an annual

tion), one of the world’s largest telcos with an annual revenue of more than US$100 billion and

revenue of ¥3.9 trillion (US$35 billion) with around 130,000 employ-

over 300,000 employees. Almost 120,000 of them work for NTT Ltd. All of NTT’s global IT related

ees globally. It has an established presence in Australia, which is its

subsidiaries, including NTT Security, were combined and rebranded as NTT Ltd. in 2019. NTT Ltd.

most strategic international operation outside Europe and the U.K.

has 2,000 cyber security professionals globally and a large portfolio of products and services.

Fujitsu has more than 2,500 employees and a large Cyber Security

It has delivered more than 15,000 security engagements in many vertical markets across 57

practice in Australia. Its technical security services cover project

countries. It has a large Australian operation and supports more than 200 vendor technologies.

deployment and technical support for third-party solutions.

The company can handle complex use cases, such as data correlation and notification rules, for
specific business requirements.

IBM has 5,000 employees in Australia, with offices in every state
and territory. The firm holds more than 10,000 patents in cyber



CyberCX (Rising Star) is an Australian cyber security specialist established in 2019 by aggregating

security and manages 70 billion security events per day in more

14 ANZ-based niche Cyber Security companies, backed by leading Australian private equity firm

than 130 countries. Its Cyber Security practice has more than 8,000

BGH Capital. It has 550 employees, most of whom are Cyber Security professionals. The company

practitioners. The firm offers a full-stack Cyber Security portfolio,

has its head office in Melbourne and 20 offices in Australia and New Zealand, which are being

including technology transformation, to implement an advanced

consolidated. CyberCX also has a presence in the U.K and the US.

cyber defence platform that leverages AI for rapid threat response.
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Section Name

ENTERPRISE CONTEXT
Managed Security Services
This report is relevant to enterprises across industries in Australia for evaluating

IT and technology leaders should read this report to understand the relative positioning

providers of managed security services (MSS).

and capabilities of MSS providers. The report also compares the technical capabilities of

In this quadrant report, ISG highlights the current market positioning of providers of

the various service providers in the market.

MSS in Australia and the way they address the key challenges faced by enterprises in

Security and data professionals should read this report to understand how MSS

the region. In the past few years, some providers have expanded their services from

providers can be compared with each other.

running security operations centers (SOCs) to offering complex, artificial intelligence
(AI)-powered cyber defense solutions.
Australia is a mature market for security services, with providers primarily targeting

Business executives including those in the C-suite and board members should read this
report to understand the landscape for MSS as it directly affects the way a business avoids
cyberattacks and protects its credibility.

large companies, with little focus on the midmarket. The demand for MSS is growing
because of the shortage of people with adequate cyber security skills. Large companies
typically require more extensive security services. In ISG’s experience, companies in
Australia discern providers based on their ability to provide specialized and highly
skilled resources, locally, as part of the service engagement.
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SSAP CLOUD PLATFORM

MANAGED
SERVICES
AND SAPSECURITY
LEONARDO
SER
Definition
Managed security services comprise the operations and
management of IT security infrastructures for one or several
customers by an SOC. Typical services include security monitoring,
behaviour analysis, unauthorised access detection, advisory on
prevention measures, penetration testing, firewall operations,
anti-virus operations, IAM operation services and DLP operations
to provide ongoing, real-time protection without compromising
business performance. This quadrant examines service providers
that are not exclusively focused on proprietary products but can
manage and operate best-of-breed security tools.
This quadrant assesses a service provider’s ability to provide
ongoing management services for large enterprise clients. These
large clients usually run operations in multiple countries and have
a broad network with a vast number of end points that need to
be secured. They are the preferred targets for hackers and data
breaches because of the value of their assets and financial capacity.
This group also includes banking, financial services, insurance and
healthcare organisations, and other enterprises that must comply
with strict regulations. To support this select group of companies,
service providers are proficient in many security tools, including
superior threat identification tools. They can handle the entire
security incident life cycle, from identification to resolution.
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Managed Security Services

SOCIAL ENTERPRISE
MANAGED
SECURITY
NETWORKING
SUITESSERVICES
Eligibility Criteria

Observations



Ability to provide security services such as detection and prevention,

The managed security services market is evolving from security operations centres (SOCs) to

SIEM, security advisor and auditing support, remotely or at a client’s

complex, AI-powered cyber defence organisations. Many service providers in this space have a

site

deep specialisation, which compensates for scale to provide more client proximity.



Possess accreditations from vendors of security tools

Cyber criminals around the world are using AI tools to automate threat creation, web scanning, and



SOCs ideally to be owned and managed by the provider and not
predominantly by partners



Maintain certified staff in CISSP, CISM, GIAC, etc.

malware distribution. Enterprises are thus required to adopt more sophisticated tools to defend
themselves. Cyber defence centres (CDCs) have emerged, not to replace SOCs, but to expand
security operations. These centres leverage advanced machine learning (ML) tools that can ingest
large volumes of data to provide smart analytics, giving insights into how threats morph, move and
spread. They share information dynamically with other CDCs, to keep abreast of new developments
in cybercrime. New tools such as micro-segmentation enable experts to isolate hackers or bots
when they break into the enterprise network.
Identity and access management (IAM) services enable enterprises to monitor and audit access.
Governance services manage the segregation of duties. Data protection monitoring and recording
produce evidence that protection measures were in place before a data breach, thus reducing the
consequences and any subsequent penalties. Managed Cyber Security services have become a
continuous and essential practice for many enterprises.
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SOCIAL ENTERPRISE
MANAGED
SECURITY
NETWORKING
SUITESSERVICES
Observations (cont.)
Enterprises procuring managed security services should assess which

errors should not be penalised. When an attack evolves, more resources are required and costs

tools the proponents have in place. The integration with threat intelli-

go up. A balanced deal allows for additional resources to be allocated along with risk sharing. In

gence sources is becoming more essential. Enterprises should thus pay

addition, the provider should ensure that it does not bill for overtime, tool usage, licenses and

attention to service-level agreements (SLAs). In the past, a typical secu-

indirect costs.

rity service SLA would have estimated around 15 minutes to respond
to an incident and four hours to resolve it. These old measures were
sufficient for internal incidents such as patching a desktop, changing a
firewall rule, or fixing a cloud service misconfiguration. However, in the
event of a cybercriminal intrusion, taking 15 minutes to react gives a
ransomware cyber bot enough time to make data unrecoverable.
Enterprises thus need to rethink their service expectations and focus on
making innovative deals. Service providers should immediately allocate
the necessary resources despite the risk of not getting paid or being
penalised for failing to meet SLAs. Timed SLAs are meaningless in the
provision of security. New deals should impose penalties on providers
for the lack of available skills, malfunctioning tools, sluggish behaviour
and not acting on an attack. As quick decision making is crucial, human

“Security by design” has emerged as a recurrent theme in cyber security. The term was initially
coined to describe software development practices that prevented hackers from exploiting the
code and access the database. Many service providers emphasise the need for adequate protection
of the enterprise network and its integration with the public cloud as well as giving users access
to software as a service (SaaS) solutions. In practical terms, security by design means replacing
security tools. Service providers offer a bypass by providing their managed security platform as a
service, eliminating the need for expensive technology upgrades.
Many secure by design implementations are more secure than the tools they are replacing, but
many of these tools still require significant analyst expertise to block cyber attacks. For most of
the companies ranked in this study, their technology including AI-driven services and investment
in SOCs and cyber-defence centres provides a market differentiation. However, it is important to
realise that the quality of the resources involved is also a major driving factor of effectiveness of
security solutions.
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SOCIAL ENTERPRISE
MANAGED
SECURITY
NETWORKING
SUITESSERVICES
Observations
As security requires significant expertise, staff shortage is a challenge



Deloitte is a major global consultancy with 14 offices, 8,000 employees and 800 partners in

for most enterprises. It is difficult for a mid-sized enterprise to retain

Australia. Its global annual revenue stands at US$46 billion, of which A$2 billion (around US$1.4

Cyber Security experts. Service providers address this concern by

billion) is accounted by Australia. Deloitte’s Cyber Security services cover strategic consulting,

allowing midmarket clients to leverage highly skilled practitioners.

risk advisory, cyber intelligence information, response to cyber incidents, vulnerability management services, intrusion tests, malware analysis and forensic analysis. With more than 100 Cyber

For this quadrant, ISG has identified seven leaders and one rising star

Security experts in Australia, Deloitte conducts security audits for many major enterprises in the

as follows:



Accenture is one of the world's largest management consulting,
technology and outsourcing service providers, with over 500,000
employees worldwide, of which over 8,000 are Cyber Security
specialists. It delivers more than 500 security projects every year.
The firm has around 4,500 employees in Australia, with half of
them dedicated to technology. It has a large Cyber Security practice
in most major economies, including Australia, called Accenture
Security. The company has globally distributed SOCs operating on

region.



DXC was formed in 2017 from the spinoff of the services division of Hewlett-Packard Enterprise
(HPE) and its merger with Computer Sciences Corporation (CSC). The company generates an
annual revenue of US$21 billion with 138,000 employees in over 70 countries, including 6,000
in Australia. It employs 3,500 security professionals globally. DXC maintains an SOC in Australia
to provide extensive Cyber Security services. The DXC Security Platform ensures continuous
monitoring and management of incidents and vulnerabilities through its 12 global SOCs that run
24/7 operations.

the “follow-the-sun” model.
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SOCIAL ENTERPRISE
MANAGED
SECURITY
NETWORKING
SUITESSERVICES
Observations




Fujitsu is the largest Japanese ICT provider and integrator with
strong technical Cyber Security capabilities. It generates an annual
revenue of around ¥3.9 trillion (US$35 billion) and has around 130,00
employees globally. The company has a large presence in Australia,
which is its most strategic international operation outside Europe
and the U.K. The purpose-built Cyber Resilience Centre in Canberra
is a defence-rated SOC that provides Cyber Security operational
management, vulnerability management and monitoring of customer systems. It also performs reporting and data collection from
systems, collation into management reports and centralised incident
management in addition to a centralised threat advisory service.
IBM has 5,000 employees in Australia, with offices in every state
and territory. It offers security services and tools for data centre,
network, digital workplace, security access and cloud Cyber Security.
It has acquired more than 20 security vendors and service providers
over the years. IBM has more than 8,000 security experts who share
knowledge globally. Its Cyber Security portfolio covers strategic
advisory consulting, design and deployment services.



NTT Ltd. is the global IT services subsidiary of NTT (Nippon Telegraph and Telephone Corporation), one of the world’s largest telcos with an annual revenue of more than US$100 billion and
over 300,000 employees, almost 120,000 of whom work for NTT Ltd. All of NTT’s global IT-related
subsidiaries, including NTT Security, were combined and rebranded as NTT Ltd. in 2019. NTT Ltd.
has 2,000 cyber security professionals globally and a large portfolio of products and services.
It has one SOC in Sydney and another in Canberra. It is one of the four providers of managed
security services in the region with a high-level government security certification from the
Australian Signals Directorate (ASD).



Unisys is a global systems and services company with an annual revenue of US$2.8 billion and
over 20, 000 employees, including 900 in Australia. Its Cyber Security portfolio is based on three
service platforms, namely Unisys InteliServe™, Unisys CloudForte® and Unisys Stealth™. The
latter supports its Cyber Security services, including managed SIEM for monitoring, detection,
automated response protection and security device management. Unisys has offices in Sydney,
Melbourne and Canberra and has an SOC in Bangalore.



Tesserent is the largest cyber security companies listed on the Australian Securities Exchange
(ASX) with more than 170 employees. Its revenue is estimated at A$40 million for FY20, growing
to an excess of A$60 million in FY21, a significant increase from last year. The Melbourne-based
company has more than 800 customers in Australia and is growing organically and through
acquisitions. It provides enterprise-level managed cyber security and network services in the
region as well as overseas. It targets midsize, enterprise and government clients across Australia
and the Asia Pacific.
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Managed Security Services

UNISYS
Overview
Unisys is a global systems and services company with an annual revenue of US$2.8 billion and over 20, 000
employees, including 900 in Australia. Its cybersecurity portfolio is based on three service platforms, namely
Unisys InteliServe™, Unisys CloudForte® and Unisys Stealth™. The latter supports its cybersecurity services,
including managed SIEM for monitoring, detection, automated response protection and security device
management. Unisys has offices in Sydney, Melbourne and Canberra and an SOC in Bangalore.

Caution
Unisys’ services are designed for large-scale organisations. Although some smaller
organisations are beginning to leverage Unisys Stealth Cyber Security solutions in
Australia, SMEs will need to evaluate the fit carefully.

Strengths
Zero-trust and micro-segmentation: Unisys Stealth™ enables group dynamic isolation and creates identitybased microsegments called communities of interest (COIs). Stealth™ regards all traffic as untrusted and
permits communication only if COI membership is confirmed. The solution separates trusted systems, users
and data from the untrusted. All communications between COI members and Stealth™-protected assets are
encrypted, and endpoints are concealed from non-members. This highly secure connection enables dynamic
isolation, eliminating attacks that are in progress, to keep businesses running. The solution dynamically isolates
devices and users at the first sign of compromise. Support for endpoint through to IT devices is also provided.
Strong in identity: Unisys offers its own product called Stealth (identity)™, an enterprise-grade identity and
biometrics capability that can be scaled to more than 300 million identity records. It can be integrated with the
core Stealth™ offering to provide biometric matching for higher levels of identity security.
Strong in enterprise: Unisys’ services are designed for large organisations. It uses LogRhythm NextGen SIEM to
inspect logs and other machine data using AI. Unisys’ services and software optimise how clients deliver services
to their business suppliers, partners and employees.
Not locked into their own technology: Although Unisys has its own proprietary offerings, its decade-long
experience as a provider of enterprise-level systems integration and managed services enables it to readily
implement, integrate and support a wide range of third-party security offerings.

2020 ISG Provider Lens™ Leader
Although Unisys is traditionally known for providing secure
managed security services to the Australian government,
defence and other high security environments, it has
strong capabilities and methodologies for a wide range of
corporate environments.
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METHODOLOGY
The research study “2020 ISG Provider Lens™ Cyber Security - Solutions & Services”
analyses the relevant software vendors/service providers in the Australian market,
based on a multi-phased research and analysis process and positions these
providers based on the ISG Research methodology.
The study was divided into the following steps:

1.

Definition of 2020 ISG Provider Lens™ Cyber Security - Solutions & Services,

5.

Australia market
2.

Use of questionnaire-based surveys of service providers/vendor across all
trend topics

3.

Interactive discussions with service providers/vendors on capabilities and use
cases

4.

Use of ISG’s internal databases and advisor knowledge and experience
(wherever applicable)

Detailed analysis and evaluation of services and service documentation
based on the facts and figures received from providers and other sources.

6.

Use of the following key evaluation criteria:

−
−
−
−
−
−

Strategy & vision
Innovation
Brand awareness and presence in the market
Sales and partner landscape
Breadth and depth of portfolio of services offered
Technology advancements
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firm. A trusted business partner to more than 700 clients, including more than 75 of the world’s top
100 enterprises, ISG is committed to helping corporations, public sector organizations, and service
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digital transformation services, including automation, cloud and data analytics; sourcing advisory;
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and based in Stamford, Conn., ISG employs more than 1,300 digital-ready professionals operating
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