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Market Landscape 

The impacts of downtime affect an organization as a whole, and not just the IT team. According to ESG research, one in 

three applications are deemed mission-critical. This in turn, affects data protection SLAs, making recoverability objectives 

very stringent. For example, 15% of organizations reported that they can tolerate no downtime for their mission-critical 

applications, and, looking at all organizations collectively, the estimated mean of tolerable downtime for mission-critical 

applications is 2 hours. Organizations report that downtime has significant economic, operational, and legal impact. One 

in five cite the diversion of resources from other business-critical projects as the most concerning potential impact.1   

This is hard to achieve under normal circumstances, and even more so considering that ransomware attack frequency is 

high: 18% report daily attacks while 24% report being attacked on a weekly basis.2  

There is real concern for IT as cyber attackers also target backups: 43% are very concerned that their organization’s gold or 

protected copies could also become infected or corrupted by these attacks (see Figure 1; 33% midmarket and 67% 

enterprise respondents).3 

This is happening as IT organizations are reporting severe skills shortages, with 48% of organizations noting a shortage of 

cybersecurity skills. Not surprisingly, 47% of organizations believe that strengthening cybersecurity will be one of the 

business initiatives that will drive the most technology spending in their organizations in 2021.4 

Figure 1. Backups At Risk  

 
Source: Enterprise Strategy Group 

 
1 Source: ESG Research Report, Real-world SLAs and Availability Requirements, August 2020. 
2 Source: ESG Research Report, Tape's Place in an Increasingly Cloud-based IT Landscape, January 2021. 
3 Ibid 
4 Source: ESG Research Report, 2021 Technology Spending Intentions Survey, January 2021. 

Very concerned, 43%

Somewhat concerned, 

36%

Not very concerned, 
14%

Not at all concerned, 
6%

Generally speaking, aside from the impact malware infections and ransomware events 
could have on production data and operations, how concerned are you that your 

organization’s protected copies of data (backup/snapshot/replication) could also become 
infected or corrupted by these types of attacks? (Percent of respondents, N=303)

https://research.esg-global.com/reportaction/Real-worldSLAsandAvailabilityRequirements/Toc
https://research.esg-global.com/reportaction/tapelandscaperesearchreport/Toc
https://research.esg-global.com/reportaction/2021techspendingintentionsreport/Toc
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The Need for New Solutions to Deliver Cyber Recovery 

Protecting Backups 

Ransomware and bad actors have learned that they have a better chance of achieving their goal—getting paid a ransom or 

destroying data—if no backup is available for recovery.  

This has placed backup systems and data under direct attack, as previously outlined. Unfortunately, there are a number of 

vulnerabilities with current backup solutions because they were designed for accessibility in order to foster recoverability 

and not necessarily for security. Data and application backup systems become targets for compromise. By design, access 

to these systems is trusted and can therefore be more easily and rapidly accessed… and compromised. 

Key Requirements Overview  

• Isolation – This can take the form of physical (via a locked room on-prem or in an off-prem or cloud-based vault) and 

logical (data and management path, command and control access, and zero trust security) separation of the cyber 

recovery vault and recovery systems from ransomware-corrupted environments. Organizations must complement this 

separation with highly secure monitoring and management, while leveraging technology that keeps traffic strictly 

isolated and encrypted on both sides of physical and cryptographic air gaps. 

• Immutability – Dell defines immutability to include hardware and/or software, as well as additional controls that 

ensure the original integrity, confidentiality, and availability of the vault data. 

• Intelligence – Organizations should apply innovative and comprehensive tools along with analytics, machine learning, 

and AI within the security of the vault to identify potential cyber threats or corruption and to help to ensure vaulted 

data is recoverable.  

• Recovery into production - Another key requirement is to ensure that data, applications, and systems can quickly be 

put back into production to resume business operations. Traditional secondary DR data centers may easily be 

corrupted as well, making traditional DR not a viable option. 

Dell EMC PowerProtect Cyber Recovery and Unisys Stealth     

Together, Dell EMC Cyber Recovery and Unisys Stealth provide a highly secure and automated cyber recovery solution that 

meets the requirements of modern cyber resilience and sets the standard for fast, clean, and secure recovery to minimize 

downtime and associated inefficiencies. 

Dell Technologies is a leader in cyber recovery with years of providing critical ransomware resilience solutions to business 

and government globally. Unisys, as a systems integrator and specialized security technology provider, partners with Dell 

to provide a complete zero trust cyber recovery solution, so critical data is replicated into a cloaked and air-gapped vault 

daily and analyzed for corruption (ransomware) so that both applications and users are ready to restore at the first sign of a 

critical attack.   

The solution, which leverages Dell EMC PowerProtect Cyber Recovery software along with Unisys Stealth, empowers IT 

teams to quickly restore applications and users and get them working, even while an attack is underway. The Dell and 

Unisys Cyber Recovery partnership provides consulting and professional services to create an operational environment 

that is ready to restore and that minimizes the costs and effects of ransomware with a solution that provides absolute 

Isolation, immutability, and intelligence. 
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Cyber Recovery in Action 

1. Trusted and secure communications between deduplicated production backups and the air-gapped cyber 

recovery vault are synchronized. 

2. Every day, critical data is automatically replicated into an isolated, air-gapped vault with specialized zero trust 

security, which cloaks all cyber recovery systems inside and outside the vault, so they are undiscoverable to 

hackers and ransomware. 

3. Once in the vault, the new data is retention-locked so it cannot be changed or deleted.   

4. The new data is rigorously analyzed for entropy, or chaos, which would indicate corruption, and could mean 

malicious use of encryption or malware implantations. Machine learning and AI continuously improves the vault’s 

ability to detect even the most subtle exploitations in the data. 

5. The vault is monitored and managed from a security operations center (SOC) and the specialized stealth zero trust 

security ensures all external systems are cryptographically cloaked and communications encrypted. 

6. In the event of ransomware detonation, the operation will activate its run book. Then, trained and prepared IT staff 

can quickly clean and reimage servers and user systems directly from the vault while retaining an operation that is 

secure from ransomware resurrections. 

Figure 2. Dell EMC PowerProtect Cyber Recovery Architecture  
 

 
Source: Dell Technologies 
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The Unisys Stealth Difference 

Unisys Stealth is a zero trust technology developed over 15 years ago for the U.S. Department of Defense that holds an NIAP 

Common Criteria certification, in addition to multiple other certifications and approvals, which enables it to operate in 

classified environments. Unisys reports that, to date, after repeated penetration tests, the technology has not been 

breached. This trusted cryptographic technology provides endpoint cloaking, identity-based access control, point-to-point 

encryption, firewalling, dynamic isolation, micro-segmentation, and directional flow control for on-premises and cloud 

operations at virtually the same cost of firewalls.   

Stealth creates a cryptographic “air gap,” ensuring that systems in the Dell EMC PowerProtect Cyber Recovery vault 

network are undetectable and inaccessible from other 

systems in the production network.  

Stealth also gives users the flexibility to place the vault 

boundary anywhere in the network, with granularity as small 

as a single system or user.    

The Dell EMC PowerProtect Cyber Recovery with Unisys 

Stealth solution enables creation of recovery “clean rooms” 

for fast, automated server reimaging and restore, with security 

that is not susceptible to the same gaps that allow 

ransomware to exploit an operation in the first place.  This 

allows end-users to recover using existing servers and laptops 

without incurring the expenses of redundant recovery 

hardware. 

Source: Unisys 

 In summary, Dell Technologies and Unisys offer: 

• A zero trust cyber recovery operation that is virtually invisible to hackers and ransomware so organizations will know 

they’ll be ready for recovery with clean, un-corrupted data. 

• Automated systems, staff preparation, and detailed run books to quickly restore critical applications and services after 

a ransomware compromise. 

• Complete integrated systems from leaders in data protection technologies and services of cyber recovery to meet 

organizations’ RTO (recovery time objectives).   

• Experience. Organizations can have complete confidence in a cyber recovery solution from the most experienced 

market leader. 
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The Bigger Truth 

Cybercrime is not going away and will keep intensifying. The number, frequency, scope, and depth of attacks are increasing 

significantly.   

There is an acute need for comprehensive planning for recovery. Having a plan in place means that you’re not only going to 

have data on the ready to bring out, but you're also going to need to have a plan to restore critical operations and do it 

quickly. That’s why a holistic and coherent approach is needed to build a dedicated cyber-recovery infrastructure, 

including new processes that go beyond the simple reliance on traditional disaster recovery workflows and run books. 

A new breed of data protection is needed, one that isolates business-critical data from attack surfaces with an IT 

organization that is trained and prepared to quickly restore critical applications and uses. Critical data is stored immutably 

in an air-gapped vault with zero trust security to enable fast recovery with assured data availability, integrity, and 

confidentiality. That’s where the Dell EMC PowerProtect with Unisys Stealth solution comes in. With the depth and breadth 

of its proven capabilities, it really sets a “gold” standard in the market both technically and economically.  

After the attack, the solution will tell users exactly which backup data sets they should actually use to recover, allowing 

them to begin the recovery process immediately. This can save days or weeks, which equates sometimes to millions of 

dollars per day, or even millions per hour.   

The cost of recovering without a cyber recovery solution often far exceeds the cost of the solution itself. The real “broader” 

cost is not just the ransom, it’s the cost to the business or the entity. That’s why cyber recovery must be prioritized. That’s 

why this solution should be evaluated by all companies and entities in all industries, both public and private. 
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