
Transfer and store sensitive files securely from anywhere 
to anywhere

Streamline data privacy 
compliance for a more 
secure future

Data sheet



How can your organization receive and share 
sensitive data files without risking data 
leaks?

Businesses of all types and sizes process sensitive 
personal data and work to ensure appropriate security. 
Whether they are central or local government, law 
enforcement, health or commercial organizations, 
businesses must protect against unauthorized 
processing, accidental loss and destruction or damage 
using appropriate technical or organizational measures 
to uphold integrity and confidentiality. In addition to 
regulatory requirements, data may be commercially 
sensitive and could result in reputational damage if 
leaked.

Internal controls and processes may address the 
information security needs for managing the data within 
the organization. But there is often a requirement to 
exchange data files outside your organization with 
partners, customers, suppliers or citizens.

Stay compliant while operating with agility and  
ease of use

Without a single, standard approach to transferring 
files in and out of the organization, individuals and 
departments likely will come up with their own ad hoc 
or bespoke solutions that may leave the organization 
vulnerable to data breaches or loss of valuable data. 
Such an event can be costly financially and in terms of 
reputation, potentially taking years to recover.

What if you could enable secure file transfers easily into 
and out of the organization, with robust controls over 
who can access the data and what they can do with 
it, while every action related to the data within the file 
transfer solution is fully tracked to maintain an audit trail?

Unisys Secure File Vault solution

Unisys Secure File Vault is more than a file storage 
and sharing solution. It is an application that combines 
browser-based business capabilities, ease of use and 
controlled access with secure storage.

The solution offers the following features as standard, 
enabling the core solution to be rolled out quickly 
to achieve compliance and improve customer/user 
satisfaction:

• Cloud-hosted environment

• Fully managed service

• Fully auditable platform

• Data loss prevention

• Secure file transfer

• Secure and convenient access via the Internet

• Automatic deletion of files on a scheduled basis

• Encryption of data at rest

• Robust access control measures with all users having 
only access to the specific data they need for only as 
long as needed

In addition, several options can be implemented, 
according to your requirements, to enhance usability:

• Single sign-on (SSO) authentication

• Integration with your case management or IT service 
management (ITSM) system for case creation and user 
assignment automation

• Ability for users to access and run applications/
tooling to work on data files within a controlled, secure 
environment

• Integration with your security information and event 
management (SIEM) solution for central security event 
recording and monitoring

• Regional data residency per case to meet mandated or 
policy-driven requirements for localization of data

Use cases

Unisys Secure File Vault is particularly suited to scenarios 
where your organization needs to share files related 
to the management of cases across organizational 
boundaries, whether that is business to business or 
business to consumer. For example, your organization 
may provide equipment to hospitals or treatment centers 
with a support requirement to pass log files containing 
personal health data generated by the equipment to 
the technicians back at the office for analysis. The 
service desk can create a support case, and a secure 
location can be integrated into the vault specifically 
for that case. The technician assigned to work on the 
case is automatically granted access to that location. 
You don’t need to send the technician on-site to collect 
the data because a guest user account can be created 
instantly. Login details can be sent by email, allowing 
the customer to upload the log files using a simple web 
browser interface. When the case is reassigned to 
another technician or closed, access to the stored data 
is automatically withdrawn.
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https://gdpr-info.eu/issues/fines-penalties/#:~:text=For%20especially%20severe%20violations%2C%20listed%20in%20Art.%2083,of%20the%20preceding%20fiscal%20year%2C%20whichever%20is%20higher.


Why choose Unisys?

This solution is all about providing you with something that is not only simple and easy to use but is also designed and 
built specifically to handle sensitive data and integrate it into your business processes.

It is software as a service, plus more. Unisys can tailor the solution to suit your business needs, including SSO 
(e.g., Active Directory integration) and synchronization with your security operations center and case management 
system for automated risk and data management. Such flexibility is not available in commodity solutions. Unisys 
brings decades of experience delivering mission-critical, highly secure solutions to some of the most demanding 
governments and businesses in the world.

To learn more, visit us online to explore how Unisys can help with your secure file transfer requirements.
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