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ISG Provider Lens™ delivers leading-edge and actionable research studies, reports 

and consulting services focused on technology and service providers’ strengths and 

weaknesses and how they are positioned relative to their peers in the market. These 

reports provide influential insights accessed by our large pool of advisors who are 

actively advising outsourcing deals as well as large numbers of ISG enterprise clients 

who are potential outsourcers.

For more information about our studies, please email ISGLens@isg-one.com,  

call +49 (0) 561-50697537, or visit ISG Provider Lens™ under ISG Provider Lens™.

ISG Research™ provides subscription research, advisory consulting and executive 

event services focused on market trends and disruptive technologies driving change 

in business computing. ISG Research™ delivers guidance that helps businesses 

accelerate growth and create more value.

For more information about ISG Research™ subscriptions, please email 
contact@isg-one.com, call +49 (0) 561-50697537 or visit research.isg-one.com.

Information Services Group Inc. is solely responsible for the content of this report.  

Unless otherwise cited, all content, including illustrations, research, conclusions, 

assertions and positions contained in this report were developed by, and are the sole 

property of Information Services Group Inc. 

The research and analysis presented in this report includes research from the ISG 

Provider Lens™ program, ongoing ISG Research programs, interviews with ISG advisors, 

briefings with services providers and analysis of publicly available market information 

from multiple sources. The data collected for this report represents information that 

ISG believes to be current as of May 2021, for providers who actively participated as 

well as for providers who did not. ISG recognizes that many mergers and acquisitions 

have taken place since that time, but those changes are not reflected in this report.

All revenue references are in U.S. dollars ($US) unless noted. 

The lead author of this report is Paulo Brito. The research analyst is Srinivasan P.N and 

the data analyst is Rajesh C. The editors are Ipshita Sengupta and Sabrina. The Quality 
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Executive Summary

use of personal devices that are sometimes shared between the employee and family 

members and usually lacked most of the security features on company endpoints. The use 

of home Internet connections, that are generally not as secure, escalated these concerns, 

with enterprises forced to take measures to protect these resources to ensure business 

continuity. In contrast, endpoints in a corporate environment are under the control of 

security and IT teams and generally strong and well-guarded. 

With the lack of endpoint protection, cyberattacks were on the rise through different vec-

tors to exploit networks and servers. In 2020, ecommerce operations emerged in the dark 

web for the resale of access credentials to corporate networks — a serious concern with 

the potential to evolve into ransomware attacks. Due to this widening of the attack surface 

and the implementation of the LGPD, enterprises in Brazil realized the need to invest in 

cybersecurity. They responded to these challenges in various ways such as anticipating the 

security challenges associated with migration to cloud solutions, encouraging cybersecuri-

ty projects and investing in services/products to extend end-to-end security over employee 

access to ensure business continuity. This led to an expansion of consulting services for 

strategic planning; technical services for product installation; and managed services for 

remote network monitoring and threat protection, including the purchase of various 

products for data, identity and endpoint protection.

EXECUTIVE SUMMARY
Cybersecurity – Solutions & Services Brazil 2021

The dynamic cybersecurity market in Brazil saw double-digit growth in the past year. Like 

the global cybersecurity market, the region witnessed an increase in sales volume and 

number of full-time employees (FTEs) by service providers. Some providers also expanded 

their portfolio offerings and partnership networks. This growth, like the rest of the world, 

is driven by investments in products and services that shield external access to corporate 

networks or cloud-hosted services. At the same time, the shift of employees to the home-of-

fice model has left enterprises with no alternative but to take stringent measures to secure 

their networks. With the enforcement of the Lei Geral de Proteção de Dados (LGPD), Brazil’s 

general data protection law (in September 2020) enterprises in the region were compelled 

to hire strategic security services to implement their plans while ensuring regulatory 

compliance. 

However, these ongoing trends gave rise to some challenges. With measures in place to 

protect employees and maintain operations in light of the COVID-19 pandemic, IT and 

security teams had to provide fast and reliable connections for the workforce and ensure 

secure access to corporate LANs and cloud resources. In addition, with the LGPD scheduled 

to take effect, businesses were pressurized to accelerate their data protection projects to 

meet compliance requirements.

Employees without corporate office equipment had to use personal fixed or mobile devices 

with home Internet access. One of the main reasons for increased cyber risks was the 



© 2021 Information Services Group, Inc. All Rights Reserved.

22

ISG Provider Lens™ Quadrant Report  |  Juli 2019

22

© 2021 Information Services Group, Inc. All Rights Reserved.

ISG Provider Lens™ Quadrant Report  |  August 2021 Executive Summary

This growing demand for cybersecurity products and services has given providers in Brazil 

an opportunity to increase their market share. Some are making acquisitions to consoli-

date their market share quickly. With worldwide measures to bring the pandemic under 

control, they are expected to witness steady growth for the next two years. Those that 

do not have long-term projects have several short and mid-term activities in progress or 

under negotiation, indicating that the Brazilian cybersecurity market will remain strong.  

With respect to acquisitions, various activities have been taking place in the market. 

The identity and access management (IAM) segment is continuing to witness a spree of 

acquisitions. One of the noteworthy ones include Auth0 by Okta for US$6.5 billion. 

In the data leakage/loss prevention (DLP) and data security market, some of the acquisi-

tions include Bay Dynamics by Broadcom and Titus and Boldon James by HelpSystems. 

This quadrant showed Broadcom, Forcepoint, IBM, McAfee, Microsoft, OpenText, Trend 

Micro and Varonis as Leaders, and HelpSystems as the Rising Star.

In the advanced endpoint threat protection, detection and response (advanced ETPDR) 

market, ISG has not observed any relevant acquisitions during the course of this study. 

Leaders in this space are Broadcom, IBM, McAfee, Microsoft, Trend Micro, Varonis and 

Kaspersky. Fortinet. which gained 100 percent coverage in the Brazilian national territory, 

is the Rising Star.

In the technical security services market, many midmarket companies witnessed growth 

in their client base. For instance, ISH Tecnologia announced 60 percent in revenue growth 

last year. The leading companies here are Agility Networks, Capgemini, Deloitte, IBM, ISH 

Tecnologia, Logicalis and NTT DATA (everis), with Stefanini Rafael as the Rising Star.

In the strategic services market, Accenture stood out for its strong growth in client base, 

revenue and employee count. It a Leader together with Capgemini, Deloitte, EY, IBM, ISH 

Tecnologia, Logicalis and PwC. Stefanini Rafael was identified as a Rising Star.

Lastly, noteworthy acquisition in the managed security services market are CenturyLink by 

Lumen and ivia by Wipro. Leaders in this space are Agility Networks, Compasso UOL, IBM, 

ISH Tecnologia, Logicalis, Lumen, Stefanini Rafael, Unisys and Wipro, with Accenture as the 

Rising Star.
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Einleitung

Definition  
Enterprises are rapidly embarking on their digital transformation 

journey to stay competitive and align with the evolving needs of end 

users. However, the growing adoption of new technologies and tools 

to deliver efficiency and speed has led to an expansion of the threat 

attack surface. Ransomware, advanced persistent threats (APTs) and 

phishing attacks were among the major cyberthreats in 2020. Experian, 

SolarWinds, Zoom, Magellan Health, Finastra and Marriott were some of 

the entities that faced hacking, malicious code and ransomware attacks 

during the year. Such cyber threats have increasingly evolved with an aim 

to access different points in an enterprise IT ecosystem such as supply 

chain networks. The attacks targeted intellectual property, personally 

identifiable information, confidential records and customer information 

from companies in the healthcare, hospitality, IT, finance and other 

sectors. Some data belonging to nation states were also comprised. Apart 

from causing operational damage, these threats affected the IT systems 

and the value and financial health of these brands.

Introduction

Simplified illustration

Cybersecurity Solutions & Services 2021

Security Solutions

Identity and Access Management
(IAM)

Data Leakage/Loss Prevention
(DLP) and Data Security

Advanced Endpoint Threat
Protection, Detection and

Response (Advanced ETPDR)

Security Services

Technical Security Services Strategic Security Services Managed Security Services

Source: ISG 2021
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Definition (cont.)

The global threat landscape was further exacerbated with the mass shift of employees 

to a work-from-home model amid the COVID-19 pandemic. While this has driven the 

use of collaboration tools, platforms and public networks on a significant scale, users 

were exposed to various malicious threats. With this ever-changing threat landscape, 

enterprises should take an inclusive approach to protect their business. They should 

implement a combination of products and services in IAM, data security, managed 

security and related areas to achieve a secure and robust framework that will meet 

their needs and vision.

As the complexity of cybersecurity threats continues to increase, hackers are constantly 

seeking and targeting sensitive sources and IT infrastructure. Threats such as phishing, 

spear phishing and ransomware aim to benefit from users’ lack of knowledge and 

online behavior. The increased level of online activities, led by ecommerce and online 

transactions, has widened the spectrum of vulnerabilities. This makes both users and 

IT endpoint systems with low security and weak defense mechanisms vulnerable to 

cyberattacks.

Given the serious implications of phishing and ransomware threats, enterprises are increasingly 

seeking solutions that can address such advanced threats. Such services go beyond basic 

perimeter concepts and conventional security measures by offering deep monitoring, inspection, 

continuous protection and a structured approach to incident response. Laws and regulations such 

as the GDPR in Europe require businesses to implement stronger safeguards against cyberattacks. 

Similar legislations are enforced in other countries such as Brazil and Australia.

Cybersecurity has now become an important practice for all enterprises. However, IT executives 

often struggle to justify the security investments to business stakeholders, especially CFOs. 

Unlike other IT projects, it is not always possible to measure and show the returns on investment 

(ROI) when it comes to mitigating threat-related risks. Current security measures are often not 

adequate to deal with sophisticated threats. On the other hand, the use of appropriate technology 

doesn’t necessarily eliminate vulnerabilities; many security incidents, such as trojans and phishing 

attacks, are caused due to unawareness or carelessness of end users. For enterprises, this results 

in major implications such as a negative brand reputation, loss of financial data and significant 

operational downtimes. An updated ICT infrastructure together with consulting and training 
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Definition (cont.)

for users plays a key role in addressing this issue. There is also a greater focus on 

monitoring, detection and response services to protect businesses beyond physical 

perimeter, along with signature-based protection and other security services.

The ISG Provider Lens™ Cybersecurity – Solutions & Services 2021 study aims to 

support ICT decision makers to make the best use of their restricted security budgets 

by offering the following: 

 � Transparency on the strengths and weaknesses of relevant providers.

 � A differentiated positioning of providers by market segments.

 � An insight into local markets.

For IT providers and vendors, this study serves as an important decision-making tool 

for positioning, key relationships, and go-to-market considerations. ISG advisors and 

enterprise clients use information from the ISG Provider Lens™ reports to evaluate their 

current vendor relationships and potential engagements.
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Scope of the Report

Quadrants by region

ISG Provider Lens™ "Cybersecurity – Solutions & Services 2021" present the following 6 quadrants (markets) based on region:

U.S. U.K. Nordics Germany Switzerland France Brazil Australia

Identity and Access Management (IAM) P P P P P P P P

Data Leakage/Loss Prevention (DLP) and 
Data Security P P P P P P P P

Advanced Endpoint Threat Protection, 
Detection and Response (Advanced ETPDR) P P P P P P P P

Technical Security Services (TSS) P P P P P P P P

Strategic Security Services (SSS) P P P P P P P P

Managed Security Services (MSS) P P P P P P P P

IntroductionISG Provider Lens™ Quadrant Report  |  August 2021
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Provider Classifications

The provider position reflects the suitability of IT providers for a defined market 

segment (quadrant). Without further additions, the position always applies to all 

company sizes classes and industries. In case the IT service requirements from 

enterprise customers differ and the spectrum of IT providers operating in the local 

market is sufficiently wide, a further differentiation of the IT providers by performance 

is made according to the target group for products and services. In doing so, ISG 

either considers the industry requirements or the number of employees, as well as the 

corporate structures of customers and positions IT providers according to their focus 

area. As a result, ISG differentiates them, if necessary, into two client target groups that 

are defined as follows:

 � Midmarket: Companies with 100 to 4,999 employees or revenues between US$20 million and 

US$999 million with central headquarters in the respective country, usually privately owned. 

 � Large Accounts: Multinational companies with more than 5,000 employees or revenue above 

US$1 billion, with activities worldwide and globally distributed decision-making structures.
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The ISG Provider Lens™ quadrants are created using an evaluation matrix containing four segments (Leader, Product & Market Challenger and Contender), and the providers are positioned 

accordingly.

Provider Classifications

Leader

Leaders have a comprehensive

product and service offering,

a strong market presence and

established competitive position.

The product portfolios and

competitive strategies of Leaders

are strongly positioned to win

business in the markets covered

by the study. The Leaders also

represent innovative strength and

competitive stability.

Product  
Challenger

Product Challengers offer a product

and service portfolio that reflect

excellent service and technology

stacks. These providers and vendors

deliver an unmatched broad and

deep range of capabilities. They

show evidence of investing to

enhance their market presence and

competitive strengths.

Market  
Challenger

Market Challengers have a strong

presence in the market and offer a

significant edge over other vendors

and providers based on competitive

strength. Often, Market Challengers

are the established and well-known

vendors in the regions or vertical

markets covered in the study.

Contender

Contenders offer services and

products meeting the evaluation

criteria that qualifies them to be

included in the IPL quadrant. These

promising service providers or

vendors show evidence of rapidly

investing in both products and services

and a sensible market approach with a

goal of becoming a Product or Market

Challenger within 12 to 18 months.
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Each ISG Provider Lens™ quadrant may include a service provider(s) which ISG believes has strong potential to move into the Leader quadrant. This type of provider can be classified as a Rising

Star. Number of providers in each quadrant: ISG rates and positions the most relevant providers according to the scope of the report for each quadrant and limits the maximum of providers per

quadrant to 25 (exceptions are possible).

Provider Classifications (cont.)

Rising Star

Rising Stars have promising portfolios or the market experience to
become a Leader, including the required roadmap and adequate
focus on key market trends and customer requirements. Rising Stars
also have excellent management and understanding of the local
market in the studied region. These vendors and service providers
give evidence of significant progress toward their goals in the last 12
months. ISG expects Rising Stars to reach the Leader quadrant within
the next 12 to 24 months if they continue their delivery of above-
average market impact and strength of innovation.

Not In

The service provider or vendor was not included in
this quadrant. Among the possible reasons for this
designation: ISG could not obtain enough information
to position the company; the company does not provide
the relevant service or solution as defined for each
quadrant of a study; or the company did not meet the
eligibility criteria for the study quadrant. Omission from
the quadrant does not imply that the service provider
or vendor does not offer or plan to offer this service or
solution.
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Cybersecurity - Solutions & Services - Quadrant Provider Listing 1 of 5

Identity and Access  
Management (IAM)

Data Leakage/Loss  
Prevention (DLP) and 

Data Security

Advanced Endpoint 
Threat Protection, 

Detection and Response 
(Advanced ETPDR)

Technical Security  
Services

Strategic Security  
Services

Managed Security  
Services

Absolute Software 4 Not in 4 Contender 4 Contender 4 Not in 4 Not in 4 Not in

Accenture 4 Not in 4 Not in 4 Not in 4 Not in 4 Leader 4 Rising Star

Agility Networks 4 Not in 4 Not in 4 Not in 4 Leader 4 Contender 4 Leader

Ativy 4 Not in 4 Not in 4 Not in 4 Contender 4 Product Challenger 4 Contender

Atos 4 Not in 4 Not in 4 Not in 4 Product Challenger 4 Product Challenger 4 Product Challenger

Broadcom 4 Leader 4 Leader 4 Leader 4 Not in 4 Not in 4 Not in

Capgemini 4 Not in 4 Not in 4 Not in 4 Leader 4 Leader 4 Product Challenger

Check Point 4 Contender 4 Product Challenger 4 Product Challenger 4 Not in 4 Not in 4 Not in

Cipher 4 Not in 4 Not in 4 Product Challenger 4 Not in 4 Contender 4 Product Challenger

Claranet 4 Not in 4 Not in 4 Not in 4 Product Challenger 4 Product Challenger 4 Product Challenger

Compasso UOL 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in 4 Leader

Compugraf 4 Not in 4 Not in 4 Not in 4 Contender 4 Not in 4 Not in

Deloitte 4 Not in 4 Not in 4 Not in 4 Leader 4 Leader 4 Product Challenger
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Cybersecurity - Solutions & Services - Quadrant Provider Listing 2 of 5

Identity and Access  
Management (IAM)

Data Leakage/Loss  
Prevention (DLP) and 

Data Security

Advanced Endpoint 
Threat Protection, 

Detection and Response 
(Advanced ETPDR)

Technical Security  
Services

Strategic Security  
Services

Managed Security  
Services

DXC 4 Not in 4 Not in 4 Not in 4 Product Challenger 4 Product Challenger 4 Contender

E-TRUST 4 Product Challenger 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

EY 4 Not in 4 Not in 4 Not in 4 Not in 4 Leader 4 Not in

FastHelp 4 Not in 4 Not in 4 Not in 4 Contender 4 Not in 4 Contender

FireEye 4 Not in 4 Not in 4 Contender 4 Not in 4 Not in 4 Not in

Forcepoint 4 Not in 4 Leader 4 Not in 4 Not in 4 Not in 4 Not in

Forgerock 4 Product Challenger 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

Fortinet 4 Contender 4 Product Challenger 4 Rising Star 4 Not in 4 Not in 4 Not in

GBS 4 Not in 4 Contender 4 Not in 4 Not in 4 Not in 4 Not in

Google DLP 4 Not in 4 Contender 4 Not in 4 Not in 4 Not in 4 Not in

HelpSystems 4 Not in 4 Rising Star 4 Not in 4 Not in 4 Not in 4 Not in

IBM 4 Leader 4 Leader 4 Leader 4 Leader 4 Leader 4 Leader

ISH Tecnologia 4 Not in 4 Not in 4 Not in 4 Leader 4 Leader 4 Leader
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Cybersecurity - Solutions & Services - Quadrant Provider Listing 3 of 5

Identity and Access  
Management (IAM)

Data Leakage/Loss  
Prevention (DLP) and 

Data Security

Advanced Endpoint 
Threat Protection, 

Detection and Response 
(Advanced ETPDR)

Technical Security  
Services

Strategic Security  
Services

Managed Security  
Services

Kaspersky 4 Not in 4 Not in 4 Leader 4 Not in 4 Not in 4 Not in

Kryptus 4 Not in 4 Not in 4 Not in 4 Not in 4 Contender 4 Not in

Logicalis 4 Not in 4 Not in 4 Not in 4 Leader 4 Leader 4 Leader

Lumen 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in 4 Leader

McAfee 4 Not in 4 Leader 4 Leader 4 Not in 4 Not in 4 Not in

Micro Focus 4 Contender 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

Microsoft 4 Leader 4 Leader 4 Leader 4 Not in 4 Not in 4 Not in

NEC 4 Not in 4 Not in 4 Not in 4 Product Challenger 4 Market Challenger 4 Contender

Netskope 4 Not in 4 Product Challenger 4 Not in 4 Not in 4 Not in 4 Not in

Nextios 4 Not in 4 Not in 4 Not in 4 Contender 4 Not in 4 Not in

NTT Data (Everis) 4 Not in 4 Not in 4 Not in 4 Leader 4 Product Challenger 4 Not in

Okta 4 Leader 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

One Identity 4 Product Challenger 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in
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Cybersecurity - Solutions & Services - Quadrant Provider Listing 4 of 5

Identity and Access  
Management (IAM)

Data Leakage/Loss  
Prevention (DLP) and 

Data Security

Advanced Endpoint 
Threat Protection, 

Detection and Response 
(Advanced ETPDR)

Technical Security  
Services

Strategic Security  
Services

Managed Security  
Services

OneLogin 4 Product Challenger 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

OpenText 4 Not in 4 Leader 4 Contender 4 Not in 4 Not in 4 Not in

Oracle 4 Leader 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

Ping Identity 4 Rising Star 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

PwC 4 Not in 4 Not in 4 Not in 4 Not in 4 Leader 4 Not in

RSA 4 Leader 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

SailPoint 4 Contender 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

SAP 4 Market Challenger 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

senhasegura 4 Leader 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

Sonda 4 Not in 4 Not in 4 Not in 4 Contender 4 Not in 4 Contender

Sophos 4 Not in 4 Contender 4 Contender 4 Not in 4 Not in 4 Not in

Stefanini  Rafael 4 Not in 4 Not in 4 Not in 4 Rising Star 4 Rising Star 4 Leader

TDeC 4 Not in 4 Not in 4 Not in 4 Contender 4 Not in 4 Not in
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Cybersecurity - Solutions & Services - Quadrant Provider Listing 5 of 5

Identity and Access  
Management (IAM)

Data Leakage/Loss  
Prevention (DLP) and 

Data Security

Advanced Endpoint 
Threat Protection, 

Detection and Response 
(Advanced ETPDR)

Technical Security  
Services

Strategic Security  
Services

Managed Security  
Services

Thales 4 Market Challenger 4 Not in 4 Not in 4 Not in 4 Not in 4 Not in

TIVIT 4 Contender 4 Not in 4 Not in 4 Not in 4 Not in 4 Product Challenger

Trend Micro 4 Not in 4 Leader 4 Leader 4 Not in 4 Not in 4 Not in

T-Systems 4 Not in 4 Not in 4 Not in 4 Product Challenger 4 Not in 4 Product Challenger

Unisys 4 Not in 4 Not in 4 Not in 4 Not in 4 Product Challenger 4 Leader

Varonis 4 Not in 4 Leader 4 Leader 4 Not in 4 Not in 4 Not in

VMware Carbon Black 4 Not in 4 Not in 4 Market Challenger 4 Not in 4 Not in 4 Not in

Watchguard 4 Not in 4 Product Challenger 4 Not in 4 Not in 4 Not in 4 Not in

Wipro 4 Not in 4 Not in 4 Not in 4 Product Challenger 4 Product Challenger 4 Leader

Zscaler 4 Not in 4 Contender 4 Not in 4 Not in 4 Not in 4 Not in
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This report is relevant to enterprises across industries in Brazil for evaluating providers 

of managed security services.

In this quadrant report, ISG highlights the current market positioning of providers of 

managed security services to enterprises in Brazil, and how each provider addresses the 

key challenges faced in the region.

Without the appropriate managed IT support, IT systems are vulnerable to exploitation. 

As more crucial processes move onto the cloud and cybercriminals become even more 

sophisticated, there is an even greater need for a smarter way of improving security. 

As a result, the demand for cloud security, security operations center (SOC) services, 

Internet of Things (IoT) and operational technology (OT) security and zero trust security 

have been increasing among the enterprises over the past few years.

Managed security service providers (MSSPs) have established their own, dedicated, 

comanaged or virtual SOCs within the region to serve the enterprises. The managed 

security services (MSS) market in Brazil is mainly driven by the growing need for security 

solutions across various end-user industries. Additionally, increased spending by the 

government on security solutions and growing concerns over breaches of intelligence 

data are further expected to foster the market growth. Regulation and compliance 

pressure will create new demands for MSS in the region

Brazil is a mature market in terms of security services for large companies. However, it has yet 

to reach its full potential for mid-sized businesses. The demand for MSS is increasing due to a 

scarcity of cybersecurity experts. Larger businesses frequently require more comprehensive 

security services. Enterprises in Brazil choose the providers based on their ability to offer 

specialized and highly skilled resources locally as part of a service engagement.

The following can use this report to identify and evaluate different service providers

Chief information officers (CIOs) should read this report to better understand how the 

current processes and protocols impact an enterprise’s existing systems as well as the 

security needs for the adoption and integration of new capabilities. 

Chief technology officers (CTOs) handling operations and services should read this 

report to acquire in-depth knowledge on emerging technologies and solutions to gain 

strategic directions, as well as partnership options with relevant service providers. CTOs 

can also ensure the deployment of appropriate security platforms and solutions, enabling 

competitive advantage.

Security leaders should read this report to understand the relative positioning and 

capabilities of MSSPs. The report also compares the technical capabilities of various service 

providers in the market.

Managed Security Services

16
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SOCIAL ENTERPRISE NET-
WORKING SUITES

Definition
MSS comprises the operations and management of IT security 

infrastructures for one or several customers by a security operations 

center (SOC). Typical services include security monitoring, behavior 

analysis, unauthorized access detection, advisory on prevention 

measures, penetration testing, firewall operations, anti-virus operations, 

IAM operation services, DLP operations and all other operating services 

to provide ongoing, real-time protection without compromising business 

performance. This quadrant examines service providers that are not 

exclusively focused on proprietary products but can manage and operate 

the best-of- breed security tools. These service providers can handle the 

entire security incident lifecycle, starting from identification to resolution.

MANAGED SECURITY SERVICES

Managed Hosting for Midmarket
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 � Ability to provide security services such as detection and prevention, 

security information and event management (SIEM), and security 

advisor and auditing support, remotely or at the client site.

 � Hold relevance (revenue and number of clients) as a managed 

security service provider in the respective country

 � Not exclusively focused on proprietary products but can manage 

and operate best-of-breed security tools

 � Possess accreditations from vendors of security tools.

 � Ideally own and manage SOCs and not predominantly through 

partners

 � Maintain staff with certifications such as Certified Information 

Systems Security Professional (CISSP), Certified Information Security 

Manager (CISM) and Global Information Assurance Certification 

(GIAC)

Compared with other areas of cybersecurity services, the managed security services market is 

growing at a rapid pace worldwide. This trend is expected to continue given the rate of mergers and 

acquisitions that have occurred in the last 12 months. The market value currently stands at around 

US$22.5 billion and is expected to reach nearly US$60 billion by the end of 2026. The average annual 

growth rate is estimated at 15 percent. 

The main factor driving the growth of managed services is the growing complexity of managing 

cybersecurity. With the growing sophistication of cyberattacks, enterprises have to adopt technolo-

gies that require different specialists, certifications and contracts while driving efficiency. This results 

in excessive workloads for security teams with a requirement to enhance their knowledge at a rapid 

pace. The market is also witnessing a shortage of IT and cybersecurity specialists, with the latter 

registering a higher average of turnover rates. 

Another challenge is the technological evolution of security solutions. Enterprises have to make 

regular changes in standards, updates and expenses with the eventual replacement of equipment, 

courses and certifications for employees, to effectively address all forms of cyberattacks. This results 

in more expenses for maintaining an in-house security team. 

Eligibility Criteria Observations

MANAGED SECURITY SERVICES

Managed Security Services 
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Many enterprises have thus opted for managed security services to 

cover various security aspects, ranging from the operation of firewalls 

and gateways to the use of outsourced security operations centers. 

Service providers that are focused on addressing these requirements 

are gaining traction in this market. Several large providers have been 

acquiring managed security services companies as an approach to 

serve as a one-stop-shop for clients.  

Among the 22 companies evaluated for this quadrant, nine were 

identified as Leaders and one as a Rising Star.

 � Agility Networks faced growth challenges in the first half of 2020 

due to the COVID-19 pandemic and the market downturn in Brazil. 

The company gained traction in the second half without losing 

clients, with half of them on a recurring revenue model.

 � Compasso UOL had around 1,300 customers in the first half of 

2020, The company has strengthened its presence through new 

projects and client wins. It had about 2,000 employees by the end of 

the year and more than 1,100 certifications and accreditations.

 � IBM has been expanding its managed services team in the cybersecurity unit that now has close 

to 130 people in Brazil, it has secured new clients in 2020 and is continuing to improve services 

around automated analytics and orchestration for immediate threat response.

 � ISH Tecnologia expanded its managed services portfolio in 2020 by adding the Mantis platform 

for threat detection. It increased its revenue by 60 percent from the previous year.

 � Logicalis has a large client base and reported 10 percent growth from the previous year. 

In Brazil, its cloud services are growing 25 percent year over year with new client cases on 

cybersecurity.

 � Lumen acquired CenturyLink in the second half of 2020, strengthening its position as a man-

aged security service provider. The services are supported by an extensive fiber optic network in 

more than 60 countries.

 � Stefanini Rafael has integrated two new security operations centers in Brazil last year to 

expand the provision of managed services, including in EMEA. The company has more than 100 

FTEs and its number of clients doubled in 2020.

Observations (cont.)

MANAGED SECURITY SERVICES

Managed Security Services 
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 � Unisys has added new tools for its managed services through 

partnerships with Securonix, Tenable and Nessus. Unisys Stealth® is 

one of its pillars of cybersecurity services.

 � Wipro marks 14 years of operation in Brazil and has strengthened 

its position through the acquisition of Ivia to expand its delivery 

capacity in the region. The company acquired Capco, a London-

based consultancy, in March 2021, and in May 2021, it announced 

the opening of innovation center in the city.  

 � Accenture (Rising Star) hired around 100 new FTEs in 2021 and 

obtained four new clients. It acquired Real Protect, a Brazilian 

company with expertise in managed security services.

Observations (cont.)

Managed Security Services 

MANAGED SECURITY SERVICES
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 UNISYS

As Unisys does not provide all its services through its own resources, it may turn to 
third parties for deployment.

Security service capabilities: Unisys offers managed security services, expert consultants and advanced 
technologies to provide threat prediction, prevention, detection and response across the entire cybersecurity 
cycle for enterprise clients.

Flexibility, scale, agility and speed: The company’s solutions enable clients to quantify the financial risk of 
IT security, protect the growing volumes of data, users and devices as they join the environment. The services 
also help reduce complexity without interfering with the use of pre-existing infrastructure while optimizing the 
security environment and easing resource requirements.

Award-winning security portfolio: Unisys offers a portfolio of managed services with world-class solutions 
such as Stealth®, its incident response ecosystem. Other services include advanced endpoint protection, 
managed SIEM and managed device security.

Comprehensive cyber defense capabilities: The services leverage state-of-the-art technologies and perform 
specific steps to protect clients against emerging threats. They are backed by certified experts in Brazil and 
globally to help clients achieve their business vision.

Unisys is a U.S.-based company and has been running operations in Brazil for over a hundred years. In the 
cybersecurity area, it offers managed services across three categories – advanced endpoint protection, man-
aged SIEM and security device management. Through a partnership with Cylance®, it offers CylancePROTECT 
for advanced endpoint protection. The other two services are provided through the company’s own resources, 
including a security operations center in Brazil. Unisys maintains a strong presence in Brazil with 11 offices and 
a large client base that includes major state-owned banks and government agencies, supported by a network of 
service partners and 17,200 employees.

Caution

Strengths

Overview 

Unisys offers the right set of technology, services 
and analytics to secure and streamline clients’ 

security operations.

2021 ISG Provider Lens™ Leader
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The research study ISG Provider Lens™ :Cybersecurity – Solutions & Services 2021" 

analyzes the relevant software manufacturers and service providers in the Brazilian 

market, based on a multi-stage research and analysis process, and positions these 

providers based on the ISG Research methodology. 

The study was divided into the following steps:

1. Definition of "Brazil market" for ISG Provider Lens™ Cybersecurity – Solutions & 

Services

2. Use of questionnaire-based surveys of service providers/vendor across all 

trend topics

3. Interactive discussions with service providers/vendors on capabilities and use 

cases

4. Use of ISG’s internal databases and advisor knowledge and experience 

(wherever applicable)

5. Detailed analysis and evaluation of services and service documentation 

based on the facts and figures received from providers and other sources.

6. Use of the following key evaluation criteria:

 − Strategy & vision

 − Innovation

 − Brand awareness and presence in the market

 − Sales and partner landscape

 − Breadth and depth of portfolio of services offered

 − Technology advancements
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Authors and Editors

Paulo Brito is the Lead Analyst of Cybersecurity - Solutions and Services in Brazil 2021. Paulo has more than 30 years of experience in IT, covering the sector as 
a journalist, managing IT operations and teaching at universities in Brazil. His knowledge in cybersecurity comes from postgraduate courses, multiple coverages 
and interviews for the Brazilian media, as well as volunteer work for the Open Web Application Security Project. Paulo has a career as a journalist and technology 
consultant, covering the IT and telecommunications industry for many Brazilian publications. Your experience includes positions management in IT operations, 
such as support management and general R&D management.

Paulo Brito, Author
Lead Analyst

Srinivasan is a senior analyst at ISG and is responsible for supporting and co-authoring Provider Lens™ studies on Insurance BPO Industry, Mainframe Ecosystem, 
Cybersecurity Ecosystem and AWS Ecosystem. His area of expertise lies in the space of engineering services and digital transformation. Srinivasan has over 6 years 
of experience in the technology research industry and in his prior role, he carried out research delivery for both primary and secondary research capabilities. 
Srinivasan is responsible for developing content from an enterprise perspective and author the global summary report. Along with this, he supports the lead 
analysts in the research process and writes articles about recent market trends in the industry.

Srinivasan PN, Author
Research Analyst
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Authors and Editors

Mr. Aase brings extensive experience in the implementation and research of service integration and management of both IT and business processes. With over 
35 years of experience, he is highly skilled at analyzing vendor governance trends and methodologies, identifying inefficiencies in current processes, and advising 
the industry. Jan Erik has experience on all four sides of the sourcing and vendor governance lifecycle - as a client, an industry analyst, a service provider and an 
advisor. Now as a research director, principal analyst and global head of ISG Provider Lens™, he is very well positioned to assess and report on the state of the 
industry and make recommendations for both enterprises and service provider clients.

Jan Erik Aase, Editor
Partner and Global Head – ISG Provider Lens/ISG Research 
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ISG (Information Services Group) (Nasdaq: III) is a leading global technology research and advisory 
firm. A trusted business partner to more than 700 clients, including more than 75 of world’s top 100 
enterprises, ISG is committed to helping corporations, public sector organizations, and service and 
technology providers achieve operational excellence and faster growth. The firm specializes in digital 
transformation services, including automation, cloud and data analytics; sourcing advisory; managed 
governance and risk services; network carrier services; strategy and operations design; change man-
agement; market intelligence and technology research and analysis. Founded in 2006, and based in 
Stamford, Conn., ISG employs more than 1,300 digital-ready professionals operating in more than 20 
countries—a global team known for its innovative thinking, market influence, deep industry and tech-
nology expertise, and world-class research and analytical capabilities based on the industry’s most 
comprehensive marketplace data. For more information, visit www.isg-one.com.

http://www.isg-one.com

